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Opinion / Despatch from Singapore

space, optimizing supply chain operations and 

reducing delays.

 Implement AI at the edge to 

monitor and manage energy consumption in high-

power equipment, leading to more efficient energy 

use and cost savings.

 Use AI at the edge for 

real-time AML (anti-money laundering), fraud 

detection, and risk management, boosting security 

and customer trust.

Deploy AI-powered edge devices for 

surveillance and emergency response, improving 

public safety and reducing response times. 

Implement AI-driven edge computing in urban 

infrastructure to manage traffic, utilities, and public 

services more efficiently.

 Utilize AI at the edge for remote 

patient monitoring and diagnostics, providing 

close to real-time health data analysis to improve 

patient care in hospital and home-care settings.

 Enhance network performance and 

reduce latency by processing data at the edge with 

AI, improving telecom QoS. Enhance content 

delivery networks with AI at the edge for faster 

and more reliable entertainment and media 

streaming services.

 Deploy AI-driven edge devices to monitor and 

optimize production lines for JIT (just-in-time) 

ops, thereby reducing downtime and improving 

efficiency in smart manufacturing settings.

SUSTAINABILITY ON EDGE

Can edge computing also benefit the environment? 

Yes, according to a study by IBM Corp. “One 

direct way is by using edge computing to monitor 

protected species of wildlife inhabiting remote 

places,” IBM says. “Edge computing can help 

wildlife officials and park rangers identify and 

stop poaching activities, sometimes before these 

offenses even occur.”

Another relates to energy management. “Edge 

computing supports the use of smart grids, which 

can deliver energy more efficiently and help 

businesses leave a smaller carbon footprint,” IBM 

notes. “Grid or distributed computing is where a 

group of machines and networks work together for a 

common computing purpose. Resources are utilized 

in an optimized manner, thus reducing the amount of 

waste that can occur when large quantities of power 

are consumed.”

More significantly, edge computing can also support 

the remote monitoring of oil and gas assets. That’s no 

small feat given that some locales where oil is drilled 

can be rugged or dangerous, such as on ocean floors. 

Edge computing can help with real-time analytics and 

do that closer to the specific asset, limiting the need 

for cloud connectivity as well.

Regulators are increasingly forcing tough 

sustainability standards on urban planning and 

design. Civil engineers can leverage AI and edge 

computing to craft urban designs for smart cities 

and drive civic innovation and sustainable use of 

resources. “Edge devices can be used to process 

usage data in the field,” IBM advises. “For instance, 

municipalities can use edge devices to capture data 

from public infrastructure, power grids and other 

sources where urgent action is needed – and avert  

a crisis.”

The bottom line: By harnessing the combined 

power of AI and edge computing, enterprises and 

governments can drive sustainability by enabling 

real-time, intelligent decision-making at the source, 

reducing environmental impact, conserving resources, 

and fostering a resilient, eco-friendly future.

Since we started with a corny corporate story, let’s 

end with another: At the company’s quarterly meeting, 

the CEO proudly announced new AI-driven solutions 

that will run on the edge. “How are we ensuring that 

our data is secure with these new technologies?” 

An employee asked. “Is our data encryption strong 

enough?” The CEO turned to the Chief Information 

Officer. “Don’t worry about that,” the CIO said. “Our 

data is so powerfully encrypted that even our own AI 

can’t figure it out.” 

Raju Chellam is a former Editor of 
Dataquest and is currently based in 

Singapore, where he is the Editor-in-
Chief of the AI Ethics & Governance 

Body of Knowledge, and Chair of 
Cloud & Data Standards.

maildqindia@cybermedia.co.in

Edge computing can help wildlife officials and 
park rangers identify and stop poaching activities, 
sometimes before these offenses even occur.
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A                              s artificial intelligence (AI) becomes 

deeply integrated into business operations, its 

influence on governance, risk, and compliance 

(GRC) systems is profound. While AI can streamline 

processes, improve efficiency, and strengthen 

security, it also introduces new challenges—especially 

around transparency, ethical responsibility, and 

evolving regulations.

This interview features Aayush Ghosh Choudhury 

to discuss the critical role of AI in modern security 

practices. Aayush, as the CEO brings valuable 

insights and expertise to the conversation. Excerpts:

Why is clear accountability needed while working 

with AI systems? Moreover, what challenges do 

organizations face while establishing accountability?

At Scrut Automation, we understand the 

transformative potential of AI in enhancing 

governance and compliance processes, resulting in 

better outcomes. However, organizations frequently 

face several challenges in establishing accountability 

while integrating AI into their business operations.

In this interview, Aayush Ghosh Choudhury, Co-Founder & CEO OF 
Scrut Automation shares insights on why clear accountability is 

essential when working with AI, how AI is transforming GRC practices, 
and the key risks organizations need to navigate. We also explore the 
advancements expected in the coming years and how organizations 
can strike a balance between AI adoption and compliance, ensuring 

responsible and ethical use of these powerful technologies.

AAYUSH GHOSH CHOUDHURY 
Co-Founder & CEO, Scrut Automation

Accountability in the Age of AI

By Aanchal Ghatak

One major issue is the lack of transparency, 

often referred to as the “black box” problem. Many 

AI systems, particularly those based on machine 

learning, function in a way that obscures their 

decision-making processes.

The vast scope of AI introduces 
uncertainty about which controls 
are critical and which are merely 
beneficial, making it hard to 
prioritize. To effectively mitigate 
AI risks, organizations need to 
implement context-specific controls 
covering governance, training, 
privacy, security, and technology.”
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manual errors due to the overwhelming number 

of real-time alerts that compliance analysts must 

sift through. In contrast, AI systems can analyse 

vast quantities of data in real-time and detect 

patterns indicative of potential threats, thereby 

significantly outperforming traditional signature-

based approaches.

As IoT devices proliferate, how does AI improve 

security within a GRC framework, particularly 

regarding real-time monitoring, risk assessment, 

compliance, and incident response?

AI enhances IoT security in real-time within a GRC 

framework by continuously monitoring connected 

devices for anomalies and quickly identifying 

potential breaches.

Leveraging AI, organizations can automate risk 

assessments by evaluating device risk profiles 

and prioritizing those needing immediate 

attention based on vulnerabilities. Additionally, 

organizations can build AI into GRC solutions 

by automating compliance checks to verify that 

IoT devices adhere to regulations like GDPR, 

flagging non-compliance issues. In the event of a 

security incident, AI tools can isolate compromised 

devices automatically, reducing response times and 

minimizing damage.

We enable customers to leverage our control 

copilot, which swiftly analyses each questionnaire, 

scans your controls, and extracts relevant 

information. It then crafts well-informed 

questionnaire responses that align with your 

business’s security posture.

What roles do GRC operations play in enabling 

organizations to identify and implement the right 

policies and controls to manage AI risks?

Identifying the right policies and controls to 

manage AI risks is a significant challenge for 

security leaders. The vast scope of AI introduces 

uncertainty about which controls are critical 

and which are merely beneficial, making it hard 

Additionally, organizations must navigate the 

constantly evolving landscape of AI regulations, 

which lack standardization across different 

jurisdictions. There are also ethical considerations 

and risks of bias; AI outputs can inadvertently 

reinforce biases present in their training data, 

potentially resulting in unfair outcomes that can 

damage customer trust and reputation.

Furthermore, the sensitive data managed by AI 

systems poses significant privacy and security risks, 

making compliance with regulations such as GDPR 

and CCPA challenging. Organizations must carefully 

balance their data requirements with the potential 

for privacy violations.

In what ways has AI enhanced governance, risk, and 

compliance (GRC) processes within cybersecurity? 

Can you share instances where AI has surpassed 

traditional approaches?

We are committed to utilizing AI to improve 

efficiency and accuracy in various GRC functions 

while remaining aware of the associated risks. Here 

are a few use cases:

AI can streamline due diligence by automating 

data collection and analysis, significantly reducing 

the manual effort compliance professionals typically 

expend and ensuring thorough evaluations at a lower 

cost. Furthermore, AI enhances policy management 

by helping compliance leaders handle numerous 

alerts related to policies, evidence, and tasks, which 

can otherwise hinder governance effectiveness.

In terms of managing risk posture, AI aids 

risk analysts by automating the evaluation of 

vulnerabilities and predicting impacts based on 

historical data, thereby improving risk assessments. 

Compliance monitoring is another area where AI 

can play a crucial role; it automates the tracking 

of complex data flows in real-time, enabling 

analysts to quickly identify and address potential 

compliance risks.

Finally, when it comes to threat detection and 

response, traditional methods can often lead to 

We expect an increase in compliance automation. 
AI-driven tools will automate various routine 
GRC tasks, allowing human resources to 
concentrate on higher-value activities while 
minimizing the risk of manual errors.
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to prioritize. To effectively mitigate AI risks, 

organizations need to implement context-specific 

controls covering governance, training, privacy, 

security, and technology.

In fact, establishing clear organizational policies 

that govern AI usage and define control expectations 

should start to become a focal point for most 

organizations. The introduction of frameworks like 

ISO 42001, NIST AI Risk Management Framework 

(RMF), and the EU AI Act marks a significant step 

toward establishing standardized guidelines for  

AI governance.

As touched upon in the previous question, AI 

governance frameworks can facilitate the alignment 

of risk management and compliance efforts across 

global organizations. How can existing control 

frameworks effectively address AI-related risks?

In the past two years, several complementary 

frameworks, standards, and regulations have been 

introduced. Some notable examples include:

The NIST AI Risk Management Framework 

(NIST AI RMF) developed by the National Institute 

of Standards and Technology offers guidelines 

for managing risks linked to AI systems, with an 

emphasis on fairness, transparency, accountability, 

and security.

The ISO/IEC 23894 standard for AI Risk 

Management outlines best practices for addressing 

AI-related risks, highlighting the importance of data 

governance, bias mitigation, and transparency.

The EU AI Act provides a legislative framework 

from the European Union that regulates AI systems 

based on their risk levels, imposing strict compliance 

standards for high-risk AI applications while 

encouraging the ethical use of AI.

And, ISO 42001 focuses on AI Management 

Systems, offering a framework for managing AI-

related risks, with attention to transparency, bias 

mitigation, data governance, and accountability.

Strategies for balancing AI adoption with human 

oversight and promoting the use of responsible AI 

continue to evolve. Scrut has developed a custom 

AI framework to ensure alignment with regulatory 

requirements and organizational policies while 

mitigating potential risks.

Additionally, Scrut has launched a custom 

framework tailored to companies that work with 

or build artificial intelligence tools. The framework 

incorporates the industry’s most relevant guidelines 

and best practices (including NIST AI RMF and EU 

AI Act 2023). Scrut’s Responsible AI Framework 

is built by security experts with over 40+ years 

of combined experience in the industry after 

considering the needs and requirements of modern 

artificial intelligence companies.

What advancements do you expect within AI and GRC 

in the next few years?

We are already witnessing a growing trend toward 

compliance automation tools that simplify 

management and reduce compliance-related 

burdens. We anticipate several advancements in the 

areas of GRC and AI:

Proactive risk mitigation will become more 

prevalent as organizations continuously assess their 

compliance status and risk exposure, allowing them 

to better understand their compliance landscape. By 

integrating AI into GRC processes, organizations 

can quickly identify and resolve issues as they arise, 

rather than relying solely on periodic audits.

We expect an increase in compliance automation. 

AI-driven tools will automate various routine GRC 

tasks, including data collection, reporting, and audit 

preparation. This shift will enable human resources 

to concentrate on higher-value activities while 

minimizing the risk of manual errors.

And visibility and accountability will emerge as 

more governance frameworks and regulations are 

developed to ensure the responsible use of AI. With 

a balanced approach that includes human oversight, 

transparency in decision-making will improve, 

making it easier to assign accountability and trace 

the actions taken by AI systems. 

aanchalg@cybermedia.co.in

The sensitive data managed by AIsystems poses significant 
privacy and security risks, making compliance with 
regulations such as GDPRand CCPA challenging. Organizations 
must carefullybalance their data requirements with the 
potentialfor privacy violations.



72 | October, 2024 www.dqindia.com A CyberMedia Publication | DATAQUEST

Analysis / Academic Research 

Indian brains are universally, and globally, applauded for their ‘horse sense’ – 
whether we look at our laser-sharp unicorns and wide-bracket start-ups or pride 
in the unshakeable global confidence placed for many decades in our IT industry. 
And yet, when it comes to top-drawer academic research, we are still considered 
by many as either a ‘one horse town’ or a ‘one-trick pony’. Why this ever-widening 

gap against our global counterparts?

Indian Research: Far from a bouquet  

of ORCIDs yet. Why?

By Pratima H

“Nah! I don’t think that’s a right criticism.” He said 

candidly and passionately. It was nice to hear him say 

that. After all, he steers so many minds on the path of 

innovation – at a staggering scale and impact.

When we asked the good-old question in a chat 

with Dr. Sundar Krishnamurty, Ronnie & Eugene 

M. Isenberg Distinguished Professor in Engineering 

and Department Head, Mechanical & Industrial 

Engineering, University of Massachusetts-Amherst, 

his answer was different, reassuring and fresh.

The question, of course, has stayed the same: Why 

does India look pale when compared to international 

universities- what makes them do so well and so 

consistently on academic research?

Dr. Krishnamurty was both quick and sure to 

argue that Indian institutes are not necessarily 

back-benchers in the area of research. “I was at IISc 

Bangalore for a conference some time back and the 

faculties I met there were quite impressive. A few 

institutes – 10 to 15 in India- are, in fact, exceptionally 

good. Like IISc, IIT Kanpur etc.”

He, however, did aver that the breadth of work 

is missing here and the research quality is not 

comparable when we go down to tier-2 institutes. The 

A-grade research is not populated enough. “I hope we 

encourage Indian faculties to get access and learnings 

with enough resources and time for quality research.”

What he suggested here is worth a lot of ‘peer 

review’. It is much more than a staple citation. 

Especially if Indian institutes want to break free 

“Na
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Culture is a very strong factor here, as Dr. Paliwal 

has aptly highlighted. Ramesh K. Sitaraman, 

Distinguished University Professor and Associate 

Dean, Manning College of Information and 

Computer Sciences echoes that point as he explains 

why excellence in academic research in the US is 

nurtured by multiple things. Krishnamurty underlines 

that aspect. “First, there is a culture of research here 

where good research is highly valued at every stage 

of an academic career, including hiring, retention, 

promotions, etc. There is also the notion that good 

research and good teaching are synergistic and one 

cannot exist without the other, i.e., creating new 

knowledge through research is essential to imparting 

that knowledge through teaching.”

Money matters too.

Chaitali Moitra - Regional Director - South Asia, 

Turnitin opines that international universities excel 

in academic research due to several key factors, 

including robust funding support, a collaborative 

ethos, and access to advanced technology. “These 

institutions prioritize research as a core mission, 

often supported by substantial grants, state-of-the-

art facilities, and a global network of partnerships. 

This environment fosters innovation and enables 

researchers to pursue groundbreaking work 

spanning different fields.”

Prof. Sitaraman also points out that there is a system 

of funding research through institutions such as the 

National Science Foundation that rely on a fair, peer-

review process to select the best ideas for funding.

The prime reason for the consistency is the high-

end research they conduct across the institute which 

keeps them aligned with the most recent academic 

and research tools prevailing across the globe, opines 

Prof. Devendra Jalihal, Director, IIT Guwahati. 

“Competitive research generates new knowledge and 

from the moth-balled cobweb of average and non-

consequential research.

THE WEAK ABSTRACT

When NR Narayana Murthy criticised lack of strong 

research in Indian institutes, it was hard to refute or 

dismiss this gap. It is a big missing tooth that is not 

easy to ignore. No matter how well we cut our teeth in 

downstream industries, research still stays a big void 

in the upper side of the knowledge stream. Specially- 

when we stand fourth in research volume but slide 

down to the ninth spot when it comes to impact.

As shared in some reports before, between 2017 and 

2022 India’s research output went up by roughly 54 

percent (SciVal data) which was also double the global 

average. India’s research output came out as the fourth 

highest worldwide (with 1.3 million academic papers 

between 2017 and 2022). Start looking at it from the 

lens of impact of the research produced, in citation 

count, and India was seen at ninth place in the world.

Why this gap vis a vis global institutes? Do we lack 

the intellectual capital or the soil where it thrives?

It is a fact that except for IITs, IISc, a select few 

established Universities, and IIMs, the culture of 

academic research doesn’t prevail in Indian Higher 

Education Institutions (HEIs), reckons Dr. Pramod 

Paliwal, Professor, School of Management, Pandit 

Deendayal Energy University, Gandhinagar-Gujarat. 

India. He dissects some crucial aspects that cause this 

gap to continue. “While systematic issues like faculty 

selection, and lack of adequate research grants/

infrastructure have been largely responsible for this, 

one should not overlook that Indian HEIs also have to 

cater to a large college/University education seeking 

demographics. Perhaps Indian HEIs-given India’s 

population dynamics- could have done better on the 

research front, had they long distinguished between 

Teaching HEIs and Research HEIs. That would’ve 

enabled our Higher Education system to have a 

focused research approach. However, unfortunately, 

today we are neither here nor there!”

In contrast with the Indian HEIs, the international 

HEIs not only do not have to confront the systemic 

issues mentioned above but also do not have to 

struggle with the (local) demographic challenges, 

Dr. Paliwal reasons. “They have been fortunate to 

have research as a part of their academic culture- 

quite early on. Also, they have institutionalised an 

incentive-based mechanism to encourage research 

in HEIs. The culture of research is contagious and 

networking effects only make it better.”

WHERE GLOBAL INSTITUTES GRAB THE GAP?

support

synergy.
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enhances the level of teaching, laboratory experience 

and experiential teaching and learning. Thus, 

imparting education that is at the level of the highest 

standard is always prioritized.”

Earlier, in an interview with Dataquest Pro Vice 

Chancellor Dr. KNS Acharya, GITAM, Bengaluru 

Campus had said that Narayana Murthy’s criticism re-

garding the lack of strong research in Indian institutes 

and the emphasis on rote learning is a significant and 

thought-provoking observation. His perspective high-

lights the need for a fundamental shift in the educa-

tional landscape in India. Narayana Murthy’s remarks 

underscore the necessity to foster a culture of inquiry, 

experimentation, and interdisciplinary collaboration 

within Indian educational institutions. Promoting 

research not only contributes to the advancement of 

knowledge but also nurtures a spirit of curiosity and 

discovery among students and faculty.

It helps a lot when quality of research gets sharp 

focus in the overall abstract of any academic 

environment.

The factors of integrity and originality are also  

important here. As Moitra contends well, interna-

tional universities emphasise academic integrity 

and the ethical use of technology, which contributes 

to the credibility and impact of their research. “By 

adopting rigorous research standards, fostering 

interdisciplinary collaboration, and leveraging  

advanced tools, these institutions consistently pro-

duce high-quality, impactful research.”

It also helps to have a pathway to transition 

academic research into the real-world,  

Dr. Krishnamurty adds. This helps in further 

motivating research that can have an actual impact on 

human lives, thus, creating this synergic alignment of 

research with our core values of social responsibility, 

mutual respect, collaboration, diversity, equity, and 

inclusivity.”

THE NEW VOR (VERSION OF RECORD)

All is not dull and drab though.

Let’s see what the National Science Foundation 

(NSF)’s Science & Engineering Indicators 2022 

report of the United States unravelled. India’s 

position globally in scientific publications, went up 

from 7th position in 2010 to 3rd position in 2020. Our 

scholarly output rose from 60,555 papers in 2010 to 

1,49,213 papers in 2020. India was also ranked 3rd in 

terms of number of PhDs in science and engineering.

In the Organisation for Economic Co-operation 

and Development (OECD) report India was ranked 

fourth against the USA, producing about 24,000 

doctoral graduates. As per some media reports, PhD 

admissions had also gone up from 1,26,451 in 2015-16 

to 2,02,550 in 2019-20.

Dr. Paliwal offers a ray of hope and the tunnel to 

get there too. “About 15 years back, China confronted 

the same (academic research) issues that India faces 

today. But with a long-term horizon in mind, they 

were resolute in tackling these shortcomings. Barring 

a few outliers, where some Chinese researchers have 

been pointed out on research-integrity issues, they 

have done reasonably well on the academic research 

front all these years. Hopefully, India will take a cue 

from this.”

As Dr. Acharya poignantly captured- “Narayana 

Murthy’s criticism serves as a valuable call to action 

for the transformation of Indian educational 

institutions, aiming to instigate a shift towards a 

more research-oriented, innovation-focused, and 

experiential learning paradigm.”

And as Dr. Krishnamurty optimistically 

encapsulated – “Indian work is great. Just not at all 

the places. And in the entire breadth. Hope we can 

expand access and encouragement. It’s happening. It’s 

work-in-progress.” 

A DIFFERENT PAGE ON THIS MANUSCRIPT

residents of China and India. 

Source: World Intellectual Property Indicators Report

Dr. Paliwal offers a ray of hope and the tunnel 
to get there too. “About 15 years back, China 
confronted the same (academic research) 
issues that India faces today. 

pratimah@cybermedia.co.in
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