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Viewpoint/ Cybersecurity

Cybersecurity risk:
A technology problem requiring
an economic solution

You need all 32 teeth to chew what comes your way—specially
when it's a hard nut. So why are we limiting our tools when it
comes to the jawbreaker called cyber risk? Ever thought of
putting Economics to work here?

By Lawrence A. Gordon

ybersecurity refers to the protection of
information that is transmitted via any computer
network, including the Internet. The risk of harmful
cybersecurity failures due to cyber-attacks is what
most refer to as cybersecurity risk (or simply cyber
risk). Unfortunately, the number of successful
cyber-attacks on organizations are increasing at
an alarming rate. Phishing, social engineering,
denial-of-service, and ransomware are among the
many cyber threats confronting organizations in
today’s interconnected digital world. As a result,

cybersecurity risk is a critical problem confronting
senior executives and Boards of Directors in large
publicly traded corporations, as well as in small and
medium size firms.

TECHNOLOGY ALONE - DOESN'T HAVE THE BITE
Cyber risk is also a major concern to senior
administrators in government agencies and
departments. The increasing number and
magnitude of successful cyber-attacks has also
resulted in cybersecurity risk becoming a national
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priority among politicians throughout the world.
In the US, for example, the last four Presidents
have all argued that the economic and national
security of the country is dependent on a secure
cyberspace. As pointed out by President Joe Biden
during Cybersecurity Awareness month in 2021,
“Cyber threats can affect every American, every
business regardless of size, and every community.”
Of course, the same is true for all countries
throughout the world.

Discussions by computer scientists and
computer engineers concerning ways to manage
cybersecurity risk usually focus on considering
various technology-related defenses that an
organization can put in place to mitigate cyber risk.
These defenses include, but are not limited to, such
items as encryption of data, intrusion prevention
and detection systems, access controls, firewalls,
antimalware software, network security, multi-
factor authentication, and end-point security.
However, achieving 100% cybersecurity is nota
realistic goal from either a technical perspective or
an economic perspective. In fact, some level of cyber
risk will always be present.

THE MISSING TOOTH—ECONOMICS

Cyber breach recovery plans and cybersecurity
training programs for employees are also topics
that are commonly covered in initial discussions
concerning cyber risk management by computer
scientists and computer engineers. The role that
economics plays in an organization’s strategy

for managing its cybersecurity risk is frequently
considered only as an after-thought. Such an
approach is fundamentally flawed! Organizations
need to consider economic issues during their
initial discussions concerning technology-based
approaches toward managing cyber risk. Indeed,
when we look at the subject with the reasoning
explained ahead - we can easily surmise that the
cybersecurity risk quagmire ultimately requires an
economic solution.

OPPORTUNITY COST—THE CAVITIES

THAT ANNOY HERE

Organizations do not have infinite resources. In
fact, a fundamental principle of economics is the
concept of allocating scarce resources to competing
activities. A corollary to this principle is that

the allocation of scarce resources to an activity
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should consider the notion of opportunity cost,
where opportunity cost refers to the foregone
benefits from allocating resources to the next best
alternative. The combination of the above basic
economic principle and its corollary means that
decisions regarding the appropriate way to manage
cybersecurity risk requires organizations to address
the following fundamental question: How much
should our organization spend on activities directed
at mitigating cybersecurity risk? It's not that simple.
But it’s not that complicated too.

Answering the above question necessitates a
comparison of the expected costs of cybersecurity-
related activities to the expected benefits derived
from such activities. In other words, organizations
need to compare the costs associated with spending
on cybersecurity-related activities that reduce cyber
risk to the resulting benefits derived from such
expenditures. The basic economic principle (let’s go
back to some staple Economics terms) that needs
to be followed is that the marginal costs associated
with reducing cyber risk should not exceed the
resulting marginal benefits.

ULTIMATELY—CUT YOUR TEETH DEEP INTO IT
There is no silver bullet for deriving the amount
an organization should spend on cybersecurity-
related activities to mitigate its cyber risk. The
above notwithstanding, organizations need a
rational economic framework for making decisions
concerning the amount to be spent on mitigating
cyber risk. The Gordon-Loeb Model (GL Model)
provides such an economic framework. (The
Gordon-Loeb Model was originally published in the
article by L. A. Gordon and Martin P. Loeb, in ACM
Transactions on Information and System Security
(2002), entitled “The Economics of Information
Security Investments.”) Grounded in mathematics,
the model is easy to use and makes only a few basic,
and realistic, assumptions.

The first assumption of the GL Model is that there
is a positive probability, p, somewhere between
zero and one (i.e., o<p<i) that a firm will be the
victim of a successful cyber-attack. Thus, the model
assumes that achieving 100% cybersecurity is not
possible. The second assumption of the GL Model
is that firms can reduce the expected probability of
becoming a victim of a successful cyber-attack by
investing more resources into cybersecurity-related
activities. Consequently, the benefits from investing
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in cybersecurity activities are derived primarily
from the cost savings resulting from a lower
expected loss, where the expected loss is equal to the
probability of being a victim of a successful cyber-
attack multiplied by the value of the information
being protected. The third basic assumption of the
GL Model is that the benefits derived from investing
more into cybersecurity will increase at a decreasing
rate. This latter assumption is based on the core
economic principle that there are diminishing
marginal returns to investments, including
investments in cybersecurity-related activities.

The objective of the GL Model is to find the
point where the marginal benefits from a firm’s
additional cybersecurity investments are equal
to the marginal costs associated with such
investments. At that point, the firm is investing the
optimal amount in cybersecurity-related activities.
The GL Model provides a framework that helps
organizations find an economically sound level
of investments in cybersecurity activities that
considers both the costs and benefits of those
activities, explicitly taking into consideration the
cyber risk confronting organizations.

The framework underlying the GL Model
requires an estimate of three key components.
These components are: (1) the value of the firm’s
information set that is being protected, (2) the initial
probability (i.e., risk) that the firm is vulnerable to a
successful cyber-attack, and (3) the way additional
investments in cybersecurity will reduce the risk
of a successful cybersecurity attack. The value of
the information set being protected represents the
potential maximum loss resulting from a cyber-
attack, whereas the probability of a successful attack
is derived from the combination of the information
set’s vulnerability and threat regarding an attack.

IVORY TOWERS - THAT CAN BITE BACK

The way additional cybersecurity investments
reduce the risk of a successful attack is what Gordon
and Loeb call the security breach function. In
essence, the security breach function describes how
additional investments in cybersecurity reduce the
ex-ante probability that a firm will be the victim

of a successful future cyber-attack. By reducing

the probability that a firm will be the victim of a
successful cyber-attack, the firm is reducing its
cybersecurity risk. If a firm were to segment its
information into sub-sets of information, a practice
that is strongly recommended, estimates of the

@ | January, 2024

above three items would be required for each
information segment.

Deriving the desired estimates of the above
three components of the GL Model is as much an
artas it is a science. However, once the estimates
of the three key components underlying the GL
Model’s framework are determined, the next step
is to multiply the value of the firm’s information
set by the initial probability that the firm will be
the victim of a successful cyber-attack. This step
results in the expected loss due to a successful cyber-
attack on the firm’s information set and is what
many organizations consider to be the monetary
value of their cybersecurity risk. The expected loss
from a successful cyber-attack also represents the
maximum potential cost savings (i.e., benefits) that
can be derived from strong cybersecurity.

The next step in applying the GL Model is to
derive the level of spending on cybersecurity-related
activities. This step requires deriving the level where
the marginal benefits derived from cybersecurity-
related activities is equal to the marginal costs of
the spending to protect the information set. This
last step involves considering the way investments
in cybersecurity will reduce the risk of a successful
cyber-attack.

In the final analysis, the GL Model is best
viewed as a complement to, not as a substitute
for, sound business judgement regarding
decisions concerning the right amount to invest
in cybersecurity-related activities. Although not a
panacea, use of the model can go a long way toward
improving an organization’s ability to manage its
cybersecurity risk.

Just think of what bleeds more when an attack
happens- technology or business! The answer makes
itimmediately clear that technology alone cannot
bite the bullet on its own. It would need Economics
- Molars will be empowered with Incisors. Alone,
they may wobble. Together, they work wonders! And
create that perfect smile! @

Dr. Gordon is the EY Professor

of Managerial Accounting and
Information Assurance at the
University of Maryland’s Robert H.
Smith School of Business. He is also the
coauthor of the Gordon-Loeb Model for
deriving the optimal amount to invest
in cybersecurity.
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Digital Turbulence — Navigating
Law Amidst Bytes

In an age propelled by swift technological progress, the ominous rise of cybercrime
emerges as an unparalleled global conundrum. India, accounting for over 13% of
cyberattacks worldwide, is at the forefront of this battle.

By Minu Sirsalewala

n this exclusive interview,
Aniruddha Majumdar, Senior Member of the
TMT and Cybersecurity Practice at Nishith
Desai Associates, in conversation with Minu
Sirsalewala, Executive Editor - Special Projects,
provides invaluable insights into India’s current
cybersecurity landscape. He delves into the legal
framework’s evolution, critical gaps, international
collaboration, and the delicate balance between
fostering innovation and imposing regulations.

With the surge in cybercrime globally, how do you
assess India's current cybersecurity landscape,
and what are the key challenges that need

urgent attention?

India is subject to more than 13% of cyberattacks
globally, and that is a disproportionate and
concerning number. India’s current cybersecurity
landscape has improved significantly over the
past few decades. However, a lot of key challenges
still remain. News of cyberattacks and breaches
affecting Government and private organisations
are increasingly common. The key challenge
remains that of awareness - of both the kind of
attacks that an organisation could be subjected
to, and the risks that this could pose. The smaller
businesses and organisations, especially, need to
make cybersecurity second nature, because even
one successful attack can prove very costly.

ANIRUDDHA MAJUMDAR
Senior Member, TMT and Cybersecurity Practice,
Nishith Desai Associates
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Given the dynamic nature of cyber threats, how has
India’s legal framework evolved over the years to
address emerging challenges? Are there specific
legislative trends that stand out in enhancing
cybersecurity laws?

The Government has been highly active in this space,
and has emphasised on numerous occasions that
its vision is to ensure a safe and trusted internet for
digital citizens. The CERT-In Directions of 2022
were a major step in this direction, and contains
more strict obligations on all kinds of entities for
cybersecurity matters. The DPDPA also contains
notification and security requirements for personal
data breaches. Other sectoral regulators have also
picked up on cybersecurity requirements including
RBI and SEBI, which is great, given the sensitive
sectors that these authorities oversee. Overall, there
has been a conscious move towards obligating
organisations to move towards better cybersecurity
measures as well as informing regulators regarding
incidents - so that at least the Government has
visibility on the nature of attacks.

In your analysis, what critical gaps do you identify in
India’s current cybersecurity laws, and what are the
main challenges in their effective enforcement? Are
there specific areas that require immediate attention
from policymakers?

When it comes to the CERT-In Directions, 2022, a few
provisions are quite vague and have led to regulatory
uncertainty. This has been the case despite FAQs being
issued. There is also a view among industry players that
some obligations are too strict and difficult to comply
with. Regulatory uncertainty and over-regulation can
defeat the purpose of a law since these encourage non-
compliance. It is important that policymakers engage
with the industry on a periodic basis to understand
pain points and how to streamline cybersecurity laws.

How can India’s legal framework facilitate international
collaboration against cross-border cyber threats?
Any best practices from other jurisdictions to adopt?
Changes in strategies in response to recent global
cyber incidents?

India has signed numerous bilateral agreements
with other countries pertaining to cooperation over
the investigation and mitigation of cyber threats.
Given the cross-border nature of cyber threats,
such cooperation becomes inevitable. Some of the
key treaties have been with US, UK and Japan. The
CERT-In also coordinates with its counterparts
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across the globe in sharing information on cyber
threats - which enables better preparedness for both
countries. There has also been a notable increase

in state-sponsored cyberattacks and alliances are
forming between countries to enhance collective
security against such attacks which can be quite
sophisticated and damaging.

Considering the rapid evolution of technology and
cyber threats, what recommendations do you propose
for ensuring that India’s legal mechanisms stay

ahead in addressing future challenges in the realm

of cybersecurity? Are there specific areas of law that
require proactive amendments or enhancements? For
example, deepfake threats & frauds, generative Al
frauds etc.

Emerging technology always poses a challenge when
it comes to regulation. Deepfakes and Al, in general,
have considerable potential to harm users and even
organisations. In such a case, it may be too risky to
play catch-up. To enhance the pace of regulations,
itis important that the Government works
collaboratively with developers of these technologies
on a continuous basis to keep abreast of what is
coming up next.

In the technology and media sectors, innovation is

rapid. How do you see the balance between fostering
innovation and imposing regulations in the cybersecurity
domain? Are there instances where regulatory
measures might stifle innovation, or vice versa?

Indeed, regulations are typically slow-paced. We
have seen numerous examples of laws lagging behind
emerging technology over the years. India’s DPDPA
has also been criticised at times for coming in too
late. On the other side, it can also be argued that fast-
paced regulation is often reactionary, and ineffective.
This leaves regulators in a perpetual dilemma of
when to regulate. Collaboration and dialogues

with the industry can be helpful here to understand
which are the most pressing issues which need
regulatory attention urgently. Even otherwise, the
industry needs to take it upon itself to ensure that it
innovates responsibly, regardless of any regulations
in place. This will help build trust with consumers,
which is better from a demand perspective as

well. Additionally, this creates goodwill with the
Government and the regulators can focus on harms
which are not being addressed by the market. @

minus@cybermedia.co.in
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Contouring the landscape
of wellness

Envision a healthcare environment wherein algorithms analyze anomalies
preemptively, and Artificial Intelligence conducts a symphony of wellness
customized to the unique harmonics of each individual.

By Minu Sirsalewala

his doesn’t merely signify the progression In the imminent year 2024, a crescendo of
of HealthTech; it marks an era where predictive innovations awaits, propelled by groundbreaking
analytics, quantum cognition, and a fusion of bio- advancements in HealthTech. As we navigate
digital elements redefine the very core of healthcare. the complexities of this technological revolution,
This is the trajectory of 2024—a time when data the narrative unfolds through the perspectives of
transcends mere information, becoming the industry trailblazers—visionaries and pioneers
transformative force propelling us into a domain who are sculpting the future of healthcare. From
where health isn’t just administered; it's mastered. predictive analytics and Al-infused diagnostics to
Are we prepared for this evolution? the integration of [oT-enabled point-of-care testing,
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the canvas of health tech in 2024 unveils a panorama
marked by efficiency, personalization, and a
profound focus on patient-centric care.

PREDICTIVE ANALYTICS - THE DRIVER

Enbasekar D, Co-founder & CTO of MediBuddy,
foresees a transformative shift driven by predictive
analytics. This innovation empowers healthcare
professionals to identify health risks early,
allowing for timely interventions. The integration
of diagnostics facilitates seamless collaboration,
while Al and Machine Learning extend their reach
beyond diagnostics, offering personalized wellness
plans. Enhanced data sharing ensures a holistic
view of patient’s health, marking a paradigm shift
towards a more efficient and patient-focused
healthcare ecosystem.

INTERNET OF MEDICAL THINGS (IOMT)

Personalized healthcare support, Al-powered
analytics, and medical imaging are set to redefine
patient outcomes. With cybersecurity enhancements
in tow, the digital exchange of information and
services is poised to bring down costs and alleviate
the burden on healthcare systems.

IoT-enabled point-of-care testing devices will
redefine healthcare boundaries. Real-time data, error
detection, and user-friendly guidance increasingly
empower individuals with immediate health insights.

Balasubramanian Sankaranarayan, President
and CEO of Thryve Digital Health LLP, envisions
the expansion of the Internet of Medical Things
(IoMT) through Al and Edge computing. One
of the biggest innovations that are on the anvil
are personalized healthcare support, usage of
Al-powered analytics for diagnosis and clinical
decision-making, and Al-driven medical imaging.
Telemedicine has already emerged as a major force
globally, and wearable devices will become more of
anorm than an exception in the year ahead.
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The accessibility and affordability of wearable devices are making
them a crucial aspect of modern healthcare in semi-urban and rural
Indiain facilitating greater care equity and personalisation. Further
powered by AI, these POC diagnostic devices are expected to take
India one step ahead towards achieving Universal Healthcare.

- Runam Mehta, CEOQ, HealthCube

In semi-urban and rural India, these devices offer
accessible and affordable solutions, bridging the
gap in care equity. Integrated with Al these devices
propel India towards Universal Healthcare, placing
patients at the epicenter of an interconnected
healthcare ecosystem.

Runam Mehta, CEO, HealthCube expresses, “The
accessibility and affordability of these devices are
making them a crucial aspect of modern healthcare
in semi-urban and rural India in facilitating greater
care equity and personalisation. Further powered
by Al, these POC diagnostic devices are expected
to take India one step ahead towards achieving
Universal Healthcare.”

FUTURE READINESS WITH Al

Al-driven solutions optimize people management,
paving the way for more personalized services.
Emphasizing holistic well-being, Portea envisions a
future where health tech seamlessly integrates into
existing healthcare frameworks, with telehealth
emerging as a permanent fixture.

Dr. Vishal Sehgal, President of Portea Medical,
outlines the transformative role of digitalization and
Alin streamlining patient records and enhancing
remote consultations.

As we stand on the precipice of 2024, HealthTech
emerges not only as a catalyst for efficiency
and sustainability but also as a beacon of hope
for universal healthcare. The convergence of
predictive analytics, Al, IoT, and data security
marks a pivotal moment in healthcare evolution.
Yet, the key lies in a strategic approach, with
data privacy and cybersecurity at the forefront.
HealthTech in 2024 promises improved patient
outcomes, streamlined care delivery, and a
transformative journey towards a healthier,
interconnected future. @

minus@cybermedia.co.in
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Strategic HR—Navigating workforce
readiness amidst tech disruption

In the intricate realm of HR technology, marked by layoffs,
skills gaps, and the pervasive influence of AI, a silver lining
emerges amidst the chaos. The year 2024 promises a profound
transformation in the interplay between HR and technology,
ushering in advancements that reshape workplaces and elevate
the holistic employee experience.

By Minu Sirsalewala

s organizations confront the paradigm shift, where technology becomes an
complexities of technological shifts, a critical enabler rather than a disruptor. Al often viewed
imperative surfaces: Workforce readiness. We at with trepidation, emerges as a catalyst for positive
Dataquest attempt to delve into the nuanced facets transformation. Enterprises stand on the cusp of
of the impending tech revolution, dissecting the leveraging Al to enhance predictive talent analytics,
positive elements, challenges at hand, and the providing invaluable insights into employee
trajectory of HR technology in 2024. performance and engagement. Automation

takes center stage, liberating HR professionals
THE POSITIVE HORIZON OF TECH DISRUPTION—2024 from mundane tasks, allowing them to channel
The imminent disruptions in 2024 herald a their energies towards strategic pursuits. VR and
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AR redefine training methodologies, creating
immersive learning experiences, while blockchain
fortifies data security, setting new standards for
transparency.

Delving into HR Tech and Workplace Dynamics,
Vara Kumar Namburu, Co-Founder and CTO of
Whatfix, envisions the transformative impact of
Gen-Al in the coming decade. Gartner predicts
that 80% of enterprises will deploy generative Al-
enabled applications by 2026, emphasizing the need
for production-grade quality, reduced costs, and
improved performance in generative Al. Namburu
underscores the HR tech revolution, incorporating
employee experience (EX) into the CIO’s charter
alongside customer experience (CX). He anticipates
a paradigm shift facilitated by digital adoption
platforms (DAPs) that provide intuitive guidance,
transforming employee interactions with digital
tools. The fusion of Al with the userization concept
is crucial in adapting to the broader technological
shift from cohorts to unique-user needs.

Recognizing analytics’ importance in innovation,
Namburu emphasizes its role in enhancing
product, employee experience (EX), and customer
experience (CX) by deciphering unique user
behavior and feedback. Addressing the human side,
he highlights the need for upskilling to navigate the
digital age, emphasizing security measures against
evolving cyber threats with Al-driven detection and
stringent data privacy practices in 2024. At Whatfix,
Namburu describes the transformative union of
userization and Al, revolutionizing user experiences
and efficiency across applications. Looking ahead
to 2024, he envisions the continued strengthening
of the dynamic partnership between Al and
the workforce, showcasing the possibilities of
responsible and inclusive technological integration,
charting a future where humans and intelligent
machines flourish side by side.

In an era marked by rapid technological
advancements, ensuring workforce readiness
is crucial. Organizations must adopt a proactive
approach, implementing comprehensive training
and fostering a culture of continuous learning
to empower employees. Addressing potential
skills gaps early on with targeted training
modules tailored to emerging technologies is
vital. Cultivating a growth mindset encourages
adaptability, and strategic partnerships with
educational institutions and industry experts
enhance workforce readiness. Mentorship

Articulates the essence of the HR tech
revolution, expressing the importance of
incorporating Employee Experience (EX)

into the CIO's mandate alongside Customer
Experience (CX). In his opinion, a profound
paradigm shift is on the horizon, facilitated
by Digital Adoption Platforms (DAPs), which
provide intuitive guidance and fundamentally
transform how employees interact with
digital tools.

- Vara Kumar Namburu
Co-Founder and CTO, Whatfix

programs and knowledge-sharing forums facilitate
expertise transfer, creating a collaborative
environment.

Chirag Boonlia, Chief Technology Officer, Embassy
Group, says, “Workforce readiness for tech shiftsis a
holistic endeavor that blends formal training, cultural
alignment, and collaborative networks. In 2024,
the partnership between Al and the workforce will
exemplify responsible and inclusive technological
integration, forging a future where humans and
intelligent machines flourish side by side.”

Workforce readiness for tech shifts is a
holistic endeavor that blends formal training,
cultural alignment, and collaborative
networks. In 2024, the partnership between
AT and the workforce will exemplify
responsible and inclusive technological
integration, forging a future where humans
and intelligent machines flourish side by side.
- Chirag Boonlia, Chief Technology Officer,
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According to Giridhar GV, Global CHRO,
HGS (Hinduja Global Solutions), “In 2024, the
landscape of HR technologies will undergo a
profound evolution, sparking a transformative
shift in how workplaces operate. Anticipate a wave
of groundbreaking developments powered by
Al enabling predictive talent analytics that offer
invaluable insights into employee performance
and engagement.”

WORKFORCE READINESS IMPERATIVE—STRATEGIES

FOR 2024

1. Tactical Upskilling Initiatives
Embracing the evolving digital landscape
demands a proactive approach to upskilling.
Identifying potential skills gaps early enables
organizations to craft targeted training modules,
equipping employees with expertise aligned with
emerging technologies.

Collaborative Partnerships for
Continuous Learning
Strategic collaborations with educational
institutions and industry experts are pivotal for
staying ahead of industry trends. Mentorship
programs and knowledge-sharing forums
create a collaborative environment, fostering
continuous learning.
Sachin Alug, CEO, NLB Services, comments,
“The metaverse and gamification will revolutionize
candidate screening, bringing efficiency and
heightened engagement to the forefront.”

INTELLIGENT HR TECH ADOPTION

The core of 2024’s workforce readiness lies in

the adoption of intelligent HR tech platforms.
Automation tools, GenAl, and digital learning
platforms streamline processes, fostering
employee self-service and upskilling initiatives.
Personalization, driven by big data and AI/ML
innovations, enhances engagement and retention.

Vara Kumar Namburu, Co-Founder and CTO at
Whatfix, comments, “DX tools like digital adoption
platforms will drive the change in how employees
engage with digital tools.”

To ensure workforce readiness for technological
shifts, organizations should implement training
programs, foster a culture of continuous learning,
and leverage technology. These initiatives should
encompass both technical skills relevant to
evolving technology and essential soft skills such

The metaverse and gamification will
revolutionize candidate screening,
bringing efficiency and heightened
engagement to the forefront.

- Sachin Alug, CEO, NLB Services

as adaptability, critical thinking, and effective
communication. Providing access to online courses,
workshops, and certifications empowers employees to
acquire new skills at their own pace, fostering a smooth
transition to the latest technologies. Encouraging a
culture of continuous learning within the organization
promotes adaptability and resilience. Utilizing
technology tools like VR, AR, and simulations creates
immersive learning experiences, allowing employees to
enhance their skills in a risk-free environment. Online
collaboration platforms facilitate knowledge-sharing
among team members, regardless of geographical
locations. Additionally, mentorship programs
accelerate the learning curve for new technologies by
enabling experienced employees to share insights and
best practices within the organization.

Mabhi Rath, Director of Human Resources at
AHEAD, articulates, “It is possible to adequately
prepare an organization’s workforce for technological
shifts by implementing comprehensive strategies

By combining traditional training methods
with a culture of continuous learning and
leveraging technology for immersive
experiences, organizations can bridge
Skills gaps and ensure their workforce
remains adaptable and resilient in the face
of technological advancements.

- Mahi Rath, Director, Human Resources, AHEAD
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Anticipates a strategic focus on winning
intense tech talent battles and reshaping
the employee experience. The company’s
hiring approach, now flexible and digitally-
driven, prioritizes acquiring high-quality
talent from diverse educational campuses,
spanning Tier one and Tier two B Schools,
tech schools, healthcare sector institutions,
and beyond top-tier cities.

- Shrinivas Ayyagari, CHRO,

Thryve Digital Health LLP

that address both technical and human aspects. By
combining traditional training methods with a culture
of continuous learning and leveraging technology

for immersive experiences, organizations can bridge
skills gaps and ensure their workforce remains
adaptable and resilient in the face of technological
advancements.”

In envisioning the transformative landscape of HR
technologies in 2024, Shrinivas Ayyagari, CHRO at
Thryve Digital Health LLP, anticipates a strategic
focus on winning intense tech talent battles and
reshaping the employee experience. For example,
the company’s hiring approach, now flexible and

Prepare for the revolutionary impact

of Virtual Reality (VR) and Augmented
Reality (AR) reshaping training paradigms,
forging immersive learning environments.
What's more, the integration of blockchain
technology will set new standards for
safeguarding sensitive employee data,
ensuring transparency and security.

- Giridhar GV, Global CHRO, HGS (Hinduja Global Solutions)
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digitally-driven, prioritizes acquiring high-quality
talent from diverse educational campuses, spanning
Tier 1 and Tier 2 B Schools, tech schools, healthcare
sector institutions, and beyond top-tier cities. Thryve
engages in digital off-campus hiring, especially for
pandemic-affected batches, emphasizing a shift
towards quality talent over quantity across Global
Capability Centers (GCCs). Ayyagari anticipates the
ascent of intelligent HR tech platforms leveraging Al,
playing a pivotal role in supporting remote/hybrid
work, continuous learning, upskilling, and promoting
inclusivity and equity. Key trends in 2024 comprise
Generative Al and internal talent marketplaces, with
aspotlight on cloud-based HR management tools as
emerging technologies to watch.

Transitioning to the imperative of workforce
readiness for tech shifts, Ayyagari emphasizes
key strategies at Thryve. First, there’s a focus on
hiring fresh talent with diverse skill sets, evident
in the recruitment of approximately 5% (about 200
people) fresh graduates in 2023 across Chennai and
Hyderabad, a trend expected to continue in 2024.
Beyond talent, Thryve’s hiring strategy revolves around
efficiency and accelerated growth, favoring in-house
discretionary spending and ensuring access to the core
of the enterprise effectively, setting them apart from
conventional third-party service providers.

Comprehensive training programs, Al-powered
skill assessments, mentorship initiatives, and
cross-functional collaboration through technology
contribute to addressing skills gaps at Thryve. As work
arrangements become more flexible, aligning training
schedules with these practices becomes paramount.
The introduction of virtualization of training,
especially in healthcare organizations, enhances
engagement, viability, and effectiveness in preparing
the workforce for ongoing technological shifts.

A PROACTIVE HR VISION FOR 2024

In conclusion, the year 2024 unfolds as a critical
juncture where HR strategies must align with
technological disruptions. Through strategic
upskilling, collaborative partnerships, and the
intelligent adoption of HR tech, organizations
position themselves not merely to weather the
storm but to thrive in the evolving digital landscape.
The narrative shifts from disruption to strategic
integration, where HR becomes the architect of
positive transformation in the digital era. @

minus@cybermedia.co.in

January, 2024 | @




Sustainability

Tech illuminating
the path to a
sustainable 2024

As we step into the threshold of 2024,
technology emerges not just as a
facilitator but as the vanguard in
sculpting a future where sustainability
Is not an aspiration but a reality. In this
epoch of innovation, the synergy
between cutting-edge technology and
ecological consciousness paints a compelling
narrative—a narrative where every line

of code, every algorithm, becomes an
instrumental brushstroke in the masterpiece
of a sustainable world.

By Minu Sirsalewala

icture this: A world where businesses SUSTAINABILITY IN THE MODERN WORLD:
seamlessly balance digital expansion with a fervent A BUSINESS IMPERATIVE
commitment to climate neutrality. Imagine a In the pursuit of a sustainable future, businesses
landscape where every watt of energy is not just are increasingly recognizing the pivotal role that
consumed but optimized through the discerning technology plays. As Moiz Vaswadawala, Vice
eyes of Artificial Intelligence. Industry leaders, President of Risk Management and Sustainability at

visionaries, and innovators are not merely NTT Global Data Centers and Cloud Infrastructure,
forecasting; they are actively shaping a narrative India, emphasizes, sustainability is not just about
where technology becomes the cornerstone of combating climate change; it is essential for ensuring
environmental stewardship. a high quality oflife and equal opportunities for all.
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With ambitious targets set for achieving net-zero
emissions, NTT has already made significant strides
by leveraging innovative technologies and cutting-
edge solutions. In the last fiscal year, the company
cut down its emissions by 21% (a saving of more than
1.6 million tonnes of carbon).

RENEWABLE ENERGY AND EFFICIENT OPERATIONS
One of the key areas where technology is driving
sustainability is in the realm of renewable

energy. Investments in solar and wind power
generation, coupled with the integration of
advanced technologies, have enabled a substantial
reduction in emissions from data center
operations. Looking ahead to 2024, the focus

will shift towards developing new tech tools that
facilitate the design of highly efficient systems and
buildings, minimizing their life cycle impact on the
environment.

AI'S TRANSFORMATIVE ROLE

IN ENERGY EFFICIENCY

Al emerges as a major enabler in spearheading
investments in disruptive energy supplies and
transforming energy efficiency in data centers.
Through smart metering, IoT devices, and data
analysis, businesses will have the capability to track
and optimize building performance. As we move
forward, Al is expected to play a central role in
waste management strategies, promoting a circular
economy through improved recycling technologies
and waste-to-energy solutions.

EQUINIX'S COMMITMENT TO CLIMATE NEUTRALITY
Equinix, a player in the tech and sustainability
landscape, highlights its commitment to achieving
climate neutrality by 2030. By adopting Al for
enhanced energy efficiency, leveraging renewable
energy sources, and focusing on temperature
controls, Equinix is actively reducing its
environmental impact. The pace of adopting Hybrid
Multicloud is set to increase, reflecting a nuanced
approach by enterprises in balancing digital
expansion with sustainability goals.

EFFICIENCY AS A CRITICAL METRIC

FOR INNOVATION

Efficiency remains a critical metric in the
intersection of technology and sustainability,

AT is going to be a major enabler,
spearheading investments in disruptive
energy supplies and transforming energy
efficiency in data centers. As we move
into 2024, the vision of a greener future
should also focus on innovative waste
management strategies. It will support
a vision of circular economy, such as
improved recycling technologies, waste-
to-energy solutions, and better materials
design for recyclability.

- Moiz Vaswadawala, Vice President,

Risk Management and Sustainability, NTT Global
Data Centers and Cloud Infrastructure, India.

according to Manoj Paul, Managing Director of
Equinix India. As businesses transition to multi-
cloud environments, the strategic deployment
of technologies such as Al becomes paramount.
The year 2024 is anticipated to be marked by
collaboration and innovation, driving progress
towards a sustainable and interconnected

Equinix is uniquely positioned to support
this dynamic phase of enterprise digital
transformation, by enabling dedicated
and secured multicloud access along with
cloud adjacent on-premise colocation.
Our steadfast commitment to balancing
growth with environmental responsibility
positions us to navigate the evolving
landscape with resilience and purpose.

- Manoj Paul, Managing Director, Equinix India
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by 20201




2024 Outlook / Sustainability

world. Many continue their migration journey,
transitioning from single clouds to multi-cloud
environments. Simultaneously, those with
established cloud experience are discerning which
applications to prioritize on the cloud and which
benefit from remaining on-premises, adapting
their cloud deployment as their business matures
and predictability increases.

REGTECH AND CLEAN TECH INTEGRATION

In the anticipated landscape of 2024, a
prominent shift is on the horizon—a heightened
adoption of Regulatory Technology (RegTech)
poised to simplify adherence to environmental
regulations, a critical aspect in meeting ESG
commitments. Simultaneously, the sustainability
sector witnesses a burgeoning emphasis on
Clean Technology, endowing enterprises

with inventive tools to streamline energy
management and reduce carbon footprints.

Anticipates a notable trend in 2024—
the integration of RegTech to simplify
compliance with environmental
regulations.

- Jaya Vaidhyanathan, CEO, BCT Digital

The imperative move towards sustainable
energy sources relies heavily on technological
interventions to realize net-zero goals. From the
application of Al-driven predictive analytics
for optimizing renewable energy production
to the establishment of smart grids facilitating
efficient energy distribution, technology
assumes a central role. The integration of
Artificial Intelligence and Machine Learning
(AIML)-powered RegTech emerges as a
cornerstone, empowering businesses to
seamlessly navigate the complexities of
environmental regulations. These technologies
meticulously process extensive regulatory
data, identify compliance requirements, and
furnish real-time insights, facilitating proactive
adherence to evolving standards.

@ | January, 2024

Furthermore, the advent of digital platforms
and advanced analytics serves to simplify
comprehensive reporting, enabling companies
to showcase their unwavering commitment to
sustainability through precise and verifiable
data. Consequently, the nexus of progress and
synergy within Al, ML applications, and advanced
analytics emerges as a pivotal force in transforming
decision-making processes. These technologies
not only provide data-driven insights conducive to
regulatory compliance but also optimize resource
utilization, fortify energy efficiency, and reduce
environmental footprints.

DIGITAL TRANSFORMATION FOR

A SUSTAINABLE FUTURE

Nikhil Pathak, VP - Central Offer Marketing
and Business Development, Schneider Electric
Greater India, emphasizes the three main vectors
for a sustainable future: Decarbonization,
electrification, and digitalization. Digital
transformation emerges as a key enabler for
driving more efficient operations, connecting
various digital infrastructures for seamless
communication and collaboration.

Emphasizes the three main
vectors for a sustainable future:
decarbonization, electrification,
and digitalization.

- Nikhil Pathak, VP,
Schneider Electric Greater India

Companies worldwide are increasingly
committed to achieving a more sustainable
future, with multinationals and Indian corporates
voluntarily setting net-zero and carbon neutrality
goals. The Securities and Exchange Board of India
mandates certain listed companies to disclose
their efforts through Business Responsibility and
Sustainability Reporting (BRSR).

However, renewable energy alone cannot
achieve ambitious sustainability goals. Digital
transformation emerges as a crucial facilitator,

www.dgindia.com
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THE INTEGRATION OF ARTIFICIAL INTELLIGENCE AND MACHINE LEARNING (AIML)-

“ POWERED REGTECH EMERGES AS A CORNERSTONE, EMPOWERING BUSINESSES T0
SEAMLESSLY NAVIGATE THE COMPLEXITIES OF ENVIRONMENTAL REGULATIONS. THESE
TECHNOLOGIES METICULOUSLY PROCESS EXTENSIVE REGULATORY DATA, IDENTIFY
COMPLIANCE REQUIREMENTS, AND FURNISH REAL-TIME INSIGHTS, FACILITATING
PROACTIVE ADHERENGE TO EVOLVING STANDARDS.

connecting diverse digital infrastructures for
seamless collaboration across IT and OT domains.

Al and ML emerge as transformative forces in
addressing climate change. Al leverages large-
scale databases to model potential consequences,
enabling proactive measures. ML predicts wind
energy, enhancing efficiency in wind management.
Integrated smart grids, powered by big data and
ML, enable real-time data intelligence, improving
demand response mechanisms.

The adoption of Digital Twin as a unified platform
revolutionizes infrastructure modeling, enhancing
resource efficiency and safety. Al and ML redefine
predictive maintenance, detecting early signs of
potential failures, improving equipment reliability,
reducing downtime, and enhancing workforce
productivity.

Smart homes integrate diverse energy sources,
employing real-time energy monitoring and home
automation for efficient electricity usage. The shift
towards software-centric operations, utilizing
open process automation and data analysis, drives
decarbonization and operational efficiency across

A CyberMedia Publication | DATAQUEST
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smart grids, buildings, industries, and homes,
heralding a better and more sustainable future.
Al and ML become game-changers, predicting
wind energy, revolutionizing predictive
maintenance, and enabling real-time data
intelligence through fully integrated smart grids.

CONCLUSION: A SUSTAINABLE FUTURE POWERED
BY TECHNOLOGY

In the journey towards a sustainable future, the
intertwined narratives from industry leaders
highlight the transformative power of technology.
From renewable energy to efficient operations,
Al-driven solutions, and digital transformations,
technology is the driving force behind meaningful
progress. As we approach 2024, the collective
efforts of businesses and innovators are set to
pave the way for a brighter, more sustainable, and
interconnected world. Cheers to a transformative
year where technology leads the charge towards a
greener future. @

minus@cybermedia.co.in
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The shower knob problem
of a green cloud

It's easy to blame technology for guzzling power and adding up to the carbon
burden of the planet. But we also expect technology to be real-time, to be
scalable, to be cost savvy and to be available every minute (and everywhere)
like an invisible friend. For technology providers, these expectations can be
like trying to balance hot water and cold water in the shower. Finding just
the right sweet spot is not that simple. And every shower tap is a whole new
beast, in itself. Bumping into Tracy Baldwin, Global Lead, AWS Sustainability
at the AWS Re:Invent this year, we stumbled upon a lot of front-end and
back-end action that is happening to thread this needle. Let's get a close look
at how AWS is moving these tricky levers.

By Pratima H

BUT ONE OF THE INTERESTING
THINGS | FOUND LAST YEAR
WAS, WE DID OUR FIRST HYBRID
WIND AND SOLAR PROJECTS IN-
INDIA, WHICH YOU DON'T OFTE
FIND WITH THE CONDITIONS

THAT ARE RIGHT FOR THAT.

vy

- \a

»

TRACY BALDWIN
Global Lead, AWS Sustainability
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reen Cloud. Can we say these two
words in the same breath? Is it still a paradox of sorts?
We talk about cloud being the most efficient in the
cleanest way, and with our ability to scale smartly,
I think we can handle this challenge. I've been with
AWS for 11 years, focusing on sustainability for the
majority of that time, so I've worked both on our
own sustainability work and then also on how we
work with customers, to help them achieve their
sustainability goals.

Is there a trade-off between GreenOps and FinOps—
specially when FinOps has become more pronounced
today due to cloud wastage issues and the problem of
hidden expensiveness?

These two ops actively complement each other. We
started with pillars like performance optimization
and two years back we created a sustainability pillar
specifically for the well-architected program. We
have created initiatives to help customers turn off
resources they do not need, and how to re-architect
their systems, if needed. Have they architected

an application most efficiently, if they migrate
something over without re-architecting, can they,
then, take the opportunity now to optimise that

for the cloud, because sometimes, customers will
optimise every architecture refactor when they
move over, but sometimes they don’t, sometimes
they just want to get their workloads shifted into
AWS. And even for a new workload, we work with
them on how they build that.

Interesting. So it's not an either-or situation?

Alot of times they go together, it’s one of those
nice, non-compromise areas, because generally,

if you're turning off resources you don’t need, you
are more sustainable and you're saving cost. And
the other thing is you don’t have to compare to on
premises, you don’t have to own that equipment,
you don’t have to have equipment that you only use
once a month or an hour a day, etc. That’s part of

A CyberMedia Publication | DATAQUEST
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what we work on with them as well. You just spin
up and down as needed, especially when you get
into serverless.

Your thrust on renewables appears to be quite strong.
Is it done in a greenfield way or a brownfield way?
We look atlocal climate paths and explore the

most cooling-efficient alternatives. We also look at
designing and customising as per region. We make
it possible through both ‘what’s available’ and ‘what
to create’ routes. Come to think of it—the best and
most sustainable energy is energy that we don’t use,
right? We have been the largest corporate procurer
of renewable energy for the last three years.

Can you elaborate? Specially for India?

Recently, we announced a new set of projects. That
includes those utility-scale wind and solar farms,
and also solar rooftops on fulfillment centers. In
India, specifically, we've gone very big because we
have operations in two regions in India. So we’re
now at over 1.1 gigawatts of capacity in India. And we
announced one large project in October, with 198
megawatts. But one of the interesting things I found
last year was, we did our first hybrid wind and solar
projects in India, which you don’t often find with the
conditions that are right for that. Since their load
generation profiles are complementary, since solar
will peak in the middle of the day, and then wind will
pick up generally in the late afternoon and evening,
we're able to deliver more clean energy onto the
grid, by doing those projects in combination.

Are RECs (Renewable Energy Credits) part of your
strategy?

We have published our renewable energy
methodology. Amazon has focused on enabling
new projects, a lot of the ones that we've talked
about. How we track the accomplishment of
courses by renewable energy credits or guarantees,
they differ by region, of course. In some cases, we
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would procure renewable attributes and advance
as this project is going online, especially with some
projects that have been delayed over the past few
years with supply chain issues.

How crucial are metrics to fixing the carbon
problem—specially when other players like

IBM and Google are exploring PUE numbers and
carbon calculators?

We enable our customers with carbon footprint
tools and reports that help them to track how
they are doing and how to help them reduce

the footprint. That kind of tracks how they are
doing and then we focus on those optimisation
architecture patterns that we were talking about.

Do you also consider embodied carbon emissions—
because they form a big part of any compute system?
Yes. The core of what we focused on from the
beginning is efficiency across every aspect of our
infrastructure. And that’s everything from designing
our data centers and our hardware to modeling and
tracking performance to make sure that we continue
to identify ways to increase efficiency. So that’s one
of the things that you've probably seen at Re:Invent
this time, and what is most visible is the investment
in AWS chips. We announced Gravitong, which

is the highest performance, most energy-efficient
chip we've ever built for a broad range of workloads.
Then we also announced Trainiumz, getting into the
ML Al world, which is designed to be the highest
performance, most energy-efficient way to train Al

@ | January, 2024

WHEN I'M TALKING ABOUT
EFFICIENGY, LIKE FOR
COOLING, WE WOULD LOGK
AT THE MOST ENERGY

AND WATER-EFFICIENT
METHOD. FROM THE ANGLE
OF RENEWABLE ENERGY,
WE DO FOCUS ON THE
AVAILABILITY OF OPTIONS
AND ALSO TRY TO CREATE
OPTIONS.

workloads in the cloud. And we also think of areas
like back-up generators or building data centres
and hardware with a low-carbon approach. In the
majority of data centres constructed this year, we
have reduced emissions with this mindset.

When you start an availability zone, you go to a new
country. This is a Scope 3 problem, like, you may not
have control over the Greenfield setup that you're
starting. So how much can you control the limitations
that you confront there in terms of availability of
alternative energy, renewable energy, and all the
other associated Scope 3 issues?

We think about a number of things when we go
into a region. For example, when I'm talking about
efficiency, like for cooling, we would look at the
most energy and water-efficient method. From

the angle of renewable energy, we do focus on the
availability of options and also try to create options
when they don’t exist. So when I joined, there

were a lot of countries where it was very difficult,
either from a regulatory perspective, or cost, or just
available lands to do renewable energy projects.

So we've actually made a ton of progress in doing
projects where it wasn't easy to do before, like
either you couldn’t do one directly as a corporate or
some other regulatory constraint. We announced
our first projects over the past three or four years

in Singapore, Japan, India, and now South Korea
two weeks ago, as well. One thing we focused on

is not only how we can do that for ourselves, but
how can we work with our peer companies, and

www.dgindia.com
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CIRCULAR ECONOMIES o
ARE IMPORTANT L2
FOR BOTH GETTING

TO OURNET ZEROD
CARBON GOAL AND
FOR REDUGING WASTE.
WE THINK ABOUT
THAT IN THREE AREAS:
DESIGN, OPERATE, AND
RECOVER.

our customers across the industry. Because that’s

an industry-wide issue, right? So our policy teams
collaborate with others, to figure out ways to make it
more possible to do renewable energy.

Anything on recycling or upcycling?

Circular economies are important for both getting
to our net zero carbon goal and for reducing

waste. We think about that in three areas: design,
operate, and recover. Design is, we try to design
reusable, lower carbon, server rack systems to
begin with more recycled materials. And then

we operate our equipment efficiently. Aslong as
itis operationally efficient. And then the third is
recover. We have reverse logistics hubs. We take
securely decommissioned rack systems, and to
these hubs, and we have a process where we can test
and repair components and then we can take them
to the data centers where we need them. And then
if they cannot be repaired, we have ways to either
have companies reuse, complete components, or to
recycle them.

From that lens, how do you view the whole

debate around the right to repair and, locked-in
system where customers do not have the right to
maintenance, maybe, shift if they want to?

We are very focused on repairing and reusing
hardware, as long as it is efficient, and as long as it

is delivering what it needs to deliver for customers.
That also helps that we design alot of AWS
hardware as custom hardware beyond the chips that
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I talked about. So we are able and actually, we feed
the data from our nitro cards, for example. When we
go and we identify areas we need to repair, we feed
all that back into our design team, so that they can
continue to improve the design of those cards going
forward. So there is also that feedback loop.

Can quantum computers solve the heavy-compute
needs that we face today?

I cannot comment on that, but Gen Al helps alot
in use of services to accelerate sustainability. For
instance, Al is being used for work in controlling
deforestation.

What is the biggest advantage and challenge that Big
Tech has in addressing the carbon footprint problem?
Itis going to be a collaborative effort across the
industry. For the sustainability approach of AWS, I
think about that in three buckets. One is that AWS is
building the most sustainable infrastructure we can,
to deliver services to customers. Second, how do we
help customers architect sustainably, which is also
atheme you'll hear in Werner’s keynote, a lot each
year. Third, how can customers use AWS services to
either build solutions that help them achieve their
sustainability goals, or build solutions that help
solve bigger sustainability problems or help other
companies do that. But overall, really, our scale helps
us, and with a focus on innovation, we can be a lot
more efficient than on-premises data centers. @

pratimah@cybermedia.co.in
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Our focus is on Gen Al to
drive revenue growth

The fusion of LTI and Mindtree has forged a new trajectory within the IT services
industry, heralding an era of cohesive singular entity: LTIMindtree.
Sudhir Chaturvedi, President of LTIMindtree, sheds light on this transformative
journey, spanning more than a year post-merger.

By Aanchal Ghatak

mphasizing their commitment to
Gen Al Sudhir articulates how this technology is
steering revenue growth and reshaping operational
efficiencies within the organization. The interview
delves into the strategic approach adopted by
LTIMindtree to integrate Gen Al and their insights
on its acceptance across diverse verticals and
geographic landscapes. Excerpts:

Since the merger of LTI and Mindtree, how has the
journey been in establishing a singular entity within
the IT services industry, more than a year after the
integration?

The merger, officially announced as LTIM in
November oflast year, has seen significant progress
over the past 12 months. Reflecting on this period,

PRESENTLY, OUR MAIN FOCUS AREAS
REVOLVE AROUND STRATEGIC COST
REDUCTION, CORE MODERNIZATION, AND
EXPERIENCE TRANSFORMATION. SUDHIR CHATURVEDI

President, LTIMindtree

@ | January, 2024 A CyberMedia Publication | DATAQUEST




AI/Talking Point

our growth aligns with industry averages, maintaining
a healthy trajectory. Our margins consistently fall
within the robust range of 16-17%. Notably, our order
intake has surged to record levels—$1.4 billion in Q1
and $1.3 billion in Qz, marking a remarkable start to
our disclosed order intake. Additionally, our pipeline
stands at an all-time high of $4.2 billion, particularly
highlighting substantial growth.

The merger was underpinned by three pivotal
reasons. Firstly, the pursuit of scale benefits became a
reality with our combined strength of approximately
90,000 employees. This collective force empowers
us to operate seamlessly across industries, verticals,
and geographies. Moreover, it enhances our ability to
utilize our balance sheet for larger endeavors. Notably,
we've emerged as a prominent choice for deal advisors
and industry analysts, positioning ourselves as a
refreshing alternative to top-tier providers. This shift
has been instrumental in addressing emerging tier-
one fatigue observed in the market.

Secondly, leveraging cross-selling and upselling
opportunities has been pivotal. The amalgamation
of our clientele—previously with only 10 common
clients pre-merger—has resulted in an expansive
pool of customers. This synergy allows us to offer
a comprehensive range of capabilities, spanning
from core engineering competencies in ERP, data,
and cloud services, to customer-centric practices
encompassing interactive, low-code, and no-code
solutions—essentially spanning “engineering
to experience.”

Lastly, our partnerships, especially with hyper
scalars like AWS, Azure, and GCP, have substantially
benefited from our increased stature post-merger.
Our expanded presence has bolstered our relevance
within their landscapes, turbocharging our
partnership ecosystem.

In essence, the three primary objectives behind the
merger have materialized, and the tangible outcomes
of this alignment are becoming increasingly evident
in our performance and market perception.

What are the primary focus areas for the core business
presently and in the foreseeable future?
Presently, our main focus areas revolve around

A CyberMedia Publication | DATAQUEST
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INDUSTRIES LIKE INSURANGE, CONSUMER GOODS, AND
MANUFACTURING GONTINUE THEIR SIGNIFICANT GORE
MODERNIZATION EFFORTS, INCLUDING ERP WORK AND TECH
STACK MODERNIZATION.

strategic cost reduction, core modernization, and
experience transformation.

Clients are currently heavily focused on cost
reduction, driving our attention towards:

Cloud Infrastructure Services for optimizing
cloud-based infrastructure for improved efficiency.
And Application Outsourcing Services to Enhancing
application-based services for streamlined
operations. Lastly Platform Operations to leverage
technology to revolutionize operations and reduce
costs in the BPO sector.

Moreover, industries like insurance, consumer
goods, and manufacturing continue their significant
core modernization efforts, including ERP work
(e.g., SAP initiatives) and tech stack modernization
(e.g., Guidewire, Duck Creek, Insurity, and Majesco
in insurance). Lately, there’s also resurgence in
experience-related spending like e-commerce and
digital marketing, signifying a shift towards revenue-
generating measures.

What's LTIMindtree's approach with Gen Al adoption?
Could you provide insights into acceptance of
Gen Al across verticals and geographical locations
for LTIMindtree?
In alandscape where Gen Al often remains within
the realm of Proof of Concepts and sample Use cases,
LTIMindtree is breaking ground by delivering over
30 scaled projects for our clients. GenAl is an integral
part of our comprehensive Enterprise Al suite offered
to clients, aimed at fundamentally influencing client
outcomes across three dimensions:

1. Accelerating revenue growth

2. Accelerating operational efficiency

3. Accelerating tech modernization

To accomplish this, we've crafted Canvas.ai as our
flagship offering, investing between $40-50 million
in this domain. Within our organization, we've
established a dedicated unit, EnterpriseAl, singularly
focused on Al Presently, we're actively engaged in
over 30 projects.

Let me shed light on a few examples:
Accelerating revenue growth for clients
- For an American multinational consumer goods
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corporation, we've increased online product revenue
by driving heightened website traffic. GenAl is
being utilized to optimize website product page
content by incorporating trending keywords.

With a British multinational fast-moving
consumer goods company, we've enhanced deal
conversions by deploying a GenAl-enabled Sales
Assistant. This assistant conducts competitive
product pricing analysis, facilitates real-time
queries using natural language, and assists the sales
staff across global centers in multiple languages.
This capability aids in improved deal conversions
and swift decision-making.

Accelerating operational efficiency for clients

Within a leading financial services and consulting
firm, we've drastically reduced turnaround time

by automating fund research report generation.
GenAl automates 70% of the process, providing a
first draft for final adjustments by fund researchers.
This has expedited speed to market and lowered
operational costs.

For a prominent consumer goods company, Gen
Al revolutionizes marketing designs by producing
automated and cost-efficient product images for
marketing materials using Stable Diffusion models.

Accelerating tech modernization journeys for clients

We've facilitated app modernization for a leading
insurance firm by leveraging GenAl to convert
Cobol to 3GL, significantly enhancing app
performance and efficiency.

In a transformational move for a Fortune 200
company, we've employed GenAl-based co-pilots to
convert large Stored Procedures into Java, enabling
their modernization journey.

How are you managing the talent pool for increased
adoption of Gen Al within the client facing processes
of LTIM?

At LTIMindtree, integrating GenAl into our client-
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WITHIN A LEADING FINANCIAL SERVIGES AND CONSULTING
FIRM, WE'VE DRASTICALLY REDUGED TURNAROUND TIME BY
AUTOMATING FUND RESEARCH REPORT GENERATION.

facing processes involves a strategic approach to
managing our talent pool. Here’s how we’re making
it happen:

We've established GARUDA, an internal platform
entirely dedicated to GenAl enablement. Since
its launch in November, GARUDA has become
abustling hub, attracting over 19,000 visitors.

It’s a rich resource center, offering challenges,
blogs, research articles, leader speak videos,

and personalized pathways—all geared toward
empowering our teams with GenAl expertise. But
it's not just about resources. We're actively training
about 21,000 associates on the GenAl Primer
pathway, including the Foundation Certification.
Additionally, our GenAl Engineering Co-pilot
training, conducted in four batches, has already
benefited around 8,000 associates, providing them
with specialized skills.

Our partnerships with industry leaders like
Microsoft, IBM, and AWS have been pivotal. These
collaborations have led to tailored training programs—
Microsoft Al-Associates focusing on Developing
Generative Al Solutions, IBM on Enterprise
Generative Al with IBM WatsonX, and AWS covering
Engineering GenAl solutions and Bedrock.

Engaging leadership is key to success. We've
held dedicated GenAl workshops for about 230
leaders and an Executive Workshop attended by
around 100 executives. It’s all about ensuring our
leadership comprehends the potential impact and
nuances of GenAl.

In practice, we've integrated GenAl solutions
within L&T and LTIMindtree. From optimizing
recruitment processes by using GenAl for CV
matching to deploying it for HR chatbots, project
health monitoring, and legal reviews of Statements
of Work (SoW)—we're demonstrating GenAl’s
diverse applications and value across various facets
of our organization. @

aanchalg@cybermedia.co.in
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Talking Point/ AT

No tech phroggers in this Den

Tech-plus hospitality should not be Human-minus experiences. Speaking to

Vinesh Gupta, General Manager - The Den, Bangalore reassures you that

no matter how cost-savvy, fast and easy using AI, CRM and bots get; there
would still be hotels that will not sacrifice the essence of hospitality.

By Pratima H

inesh Gupta has grabbed
software and tools that are premium
and exclusive in this sector—but
has also been reflective enough
to know when to abstain from
using them. Here’s why and—more
importantly—why not a good hotel
uses Al-assistants, geo-location data,
wrist-bands, white-hat security, and
connected cars (for the hotel’s drive
to and fro). Technology should be

ITHAS BEEN CRAFTED FOR
MODERN TRAVELERS, AND
THIS PREMIUM STAYCATION
DESTINATION OPENED ITS
DOORS IN INDIAIN 2017 WE
ARE AVERY MODERN HOTEL
AND OUR AIM IS TO CREATE
MILLENNIAL LUXURY.

VINESH GUPTA
General Manager - The Den, Bangalore
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AI/Talking Point

THERE ARE MANY CONGERNS OF INVASION OF PRIVAGY.

“ IF YOU CONSIDER INDIAN DATA PROTECTION LAWS THEN

| WOULD USE GEO-LOCATION ONLY WITH CONSENT AND
ONLY WHEN IT CAN LIFT UP EXPERIENCE.

a pillow that a guest enjoys in the soft and cushy

bed of a hotel experience—not a pebble. And that’s
exactly what Vinesh double-checks on as he strives
to create that perfect den for every guest. How? Let’s
check in for more.

Are you in your Den—that’s a good theme (and a name
to begin with) to inspire work at your hotel. What are
you building every day and how do you make sure this
‘den’ is not a ‘cage’ or a ‘cave’?

The Den, Bengaluru marks the first hotel expansion
by the renowned Israeli hospitality chain, Dan
Hotels. It has been crafted for modern travelers,
and this premium staycation destination opened its
doors in India in 2o17. We are a very modern hotel
and our aim is to create millennial luxury. We came
up with this name while brainstorming with brand
consultants from McCann New York and Mumbai.
Our passion is to make sure that a guest feels safe,
inspired, relaxed and pampered in this Den.

Does technology help? How much? Specially with all
the hype around self-check-ins, robo-assistants and
use of guest-wearables? Does a humanoid or a tech-
face not feel uncanny and creepy in an industry which
has always been about the ‘Midas human touch’?

We are Indians and the DNA of traditional
hospitality is engrained deep in our hearts. It can
never be about lip-service or doing the jobin a
blunt way and that’s why too much technology
would always be a question mark. I still remember
how airlines like Jet Airways would go an extra
mile - I have instances in my memory where I

have boarded for urgent work and how everything
became easy and fluid just because there were
humans assisting me—humans who actually cared.
That’s missing in today’s operationally-focused and
tech-heavy airlines.

Interesting and refreshing to hear that. So how do you
make sure technology aligns with the human angle?
For instance, when we looked at the speed limit

of Internet offered to our guests, we decided that
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it should feel like a home-experience to them.

But to do that we needed to intelligently slice and
allot bandwidth. Using Al there to divide speed

at various times—that is a good use. Basically,
anything that helps to enhance the experience is a
good choice. We also have a humanless hotel in our
portfolio in a global location. We are as traditional
as hotels were 50 years back and we also have
humanless places- so we are on both extremes but in
a well-thought-out way. Anything that is just there
as a frill or something to showcase—that does not
make the cut. Like how we tried ‘connectedness’

in the cars for taking guests from airport to hotel.
When we asked our drivers how much that feature is
actually used by a guest, we learnt that most do not
want to ‘work’ on the way and would rather nap or
watch some entertainment. That's the approach we
take—technology where it really helps and not just
for the sake of it’.

In IDC's report ‘FutureScape: Worldwide Hospitality,
Dining, and Travel 2024’ we can see that by 2026,
nearly two-thirds of hospitality/travel brands will
have added location-based awareness to their unified
customer data strategies. What's your view on using
geo-location for hyper-localised services? Do guests
love wearables or do they feel strapped?

If you consider Indian Data Protection laws then
there are many concerns of invasion of privacy. I
would use geo-location only with consent and only
when it can lift up experience. But there again,
there’s a very thin line. A guest may actually feel
spooked-out if the hotel serves him/her a very
personal burger out of nowhere at a wrong time or
place. Do you like it when you realise that a tech tool
knows everything about you or is following you? No
one does. You have to distinguish between one-
time choices and patterns of behaviour. That, again,
needs a seasoned, and human, eye. Technology
works best as an enabler to understand a guest’s
behaviour. Surprising a guest with a single malt
whiskey at the right time—just how that person likes
it or giving the guest the right mattress—that’s where

January, 2024 | @




Talking Point / a1
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Pia s | USED TO GET VERY EXCITED ABOUT TECH—& ALWAYS WANTED

Ao

technology can help. There is a fine line between
privacy and good service.

But do hotels face the problem of ‘not enough data’
here—specially when they want to tap Al and CRM?
Well, in every interaction, the ML improves. And
even if we share all the data as the hospitality
industry, it would fade in comparison to what the
financial or retail sector has.

What about bots?

If youlook around, the cost of deploying technology
has come down a lot. I recently tried the chat-bot of
a very famous private bank and after 10 questions,
the bot kept repeating itself. When I asked—Am I
talking to abot, it answered: I do not understand.
That’s the challenge. That's why we stick to a hybrid
model where the bot can escalate to a human, as
soon as there is a hint of the need for a human
perspective or engagement. We have bots but till the
time humans can do the job, just using a bot because
it's fancy—that is not right.

What happens in Vegas does not always stay there—
anything that the hospitality industry learnt from the
big hacking attacks seen in many casinos and hotels
some months back?

We keep updating and upgrading our firewalls.

We have all checks and balances in place. We also
do testing like white hackers. We send phishing
emails to our own employees and see their habit-
driven behaviours and then correct them where
needed. What works best - whether you are looking
for physical safety or digital safety - is creating
unpredictability. A stalker always gives up when the
target is unpredictable in the way s/he moves and
the places s/he goes to. Same works with data. We
have data back-ups in many forms—Cloud, physical,
in form of tapes and in different places. Having said
that, cyber-insurance is also important. Cops are

@ | January, 2024

T0 BE THE FIRST ONE TO DO IT. AS | BECAME MATURE, I LEARNT
TOBOIL [T DOWN TO ONE LINE: IS THIS TECH A SERVICE OR A
PRODUCT? THAT ANSWERS A LOT FOR ME.

always catching up to criminals. So one has to be
prepared when it comes to cybersecurity. We take it
very seriously.

So what's your litmus test when deciding on
technology’s use?

We are here to serve our guests. We use technology
where it is needed and not a choice. We are a tech-
forward company. But we know that a guest is not
bothered about our tech showcase. Is the technology
something they really want? Will it make anything
convenient? Those are some questions that matter.
We use technology only where it can help us to
enhance experiences.

Any examples?

I use software that can throw data at me in that
context—like how many plumbing hours went in

or what was the volume of water consumption in
rooms or are there any special hygiene or equipment
requirements for bathrooms (if they came up during
a stay) or anything that helps to calculate carbon
footprint- all that data which I can use sometime-
somewhere for a better experience. [ used to get very
excited about technology—and always wanted to be
the first one to do it. As | became mature, I learnt to
boil it down to one line: is this technology a service
or a product? That answers a lot for me.

So when something hot pops around, how do you
judge it?

We do deep dives and our own research for anything
new and hot. We also take views from long-time
guests. But technology cannot be used to cut down
human interaction. Because no matter how many
robots or touch-less tools a hotel puts in, humans
still like to come to a lobby - to talk, to see other
people and to be there. @

pratimah@cybermedia.co.in
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Talking Point/ Emerging Tech

Al is actually for the right brain

Here's how AI can melt into branding and advertising like a
deep balayage dye- beyond abrupt highlights or a temporary
haircut. Beyond the left brain.

By Pratima H

udharsan Rangarajan, Group Vice
President, Head of Data and Al, Publicis Sapient sees
a different storyboard of Al’s play in highly creative
fields like advertising. We sat down with him on the
sidelines of AWS Re:Invent and he did manage to
‘Super Bow! us over with some radical ideas. And
some taglines too.

What has caught your attention at the event? Are you
using Gen Al in any way?

We are transforming the organisation with Gen
Al—like with some internal consumption capabilities
in Marketing, Creative and Media that are being
done by Al. We have worked up half'a dozen Gen Al
things that are going into production soon—they are
just days away from going live. A lot of our clients

are trying to figure out what's Al and ML and we are
enabling that journey.

Is using Al in a creativity-dominated industry a bit of

a paradox?

Gen Al is all about being creative. Now is the right
time for us to look at the crossroads of marketing,
creativity and technology. Even the creative parts are
getting influenced by Al You can speed up the entire
process by 1ox. Earlier, one had to wait for results to
incorporate feedback into campaigns, and then apply
itin the next campaign. Now that can happenina
span of weeks. It is quite disruptive and it is going to
speed up everything.

Have we solved the good-old ‘uncanny valley’

problem here?

Chatbots can get creepy without the right guard-rails.
Setting up the right expectations with clients is the
key here. For instance, you will never feel creep-ed out
when a barman knows the exact drink you want and
addresses you with your name. Because you expect

it. It's personalisation. So when we build systems we

@ | January, 2024

SUDHARSAN RANGARAJAN
Group Vice President, Head of Data and AI,
Publicis Sapient

keep these factors in mind. The data we are using is
also cognizant of the brand’s tone. We have given high
level of personalised services in travel, hospitality and
financial services—with these aspects taken care of.

How do you balance the trade-off between
personalisation and privacy?

A customer is more than willing to pay for
personalisation. Think of Bespoke Premium.
Maintaining the fine line is critical. There is

www.dgindia.com
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Emerging Tech / Talklng Point

“ FOR GEN AI'T IS EASIER TO BE RIGHT-BRAINED THAN LEFT-BRAINED.

WETALK S0 MUCH ABOUT HALLUGINATIONS. BUT BEING CREATIVE—
THAT'S WHAT AI'1S BUILT FOR. IT 1S ABOUT BEING IMAGINATIVE,
OPINIONATED AND FULL OF SURPRISES.

something called a social contract. There is an
unwritten rule as to what is intrusion and what’s not.
Just stick to that.

If Al is going to get mainstream, will it also become
part of a brand’s personality?

Technology alone will not be a differentiator; because
almost every brand can have access to it today. The
differentiator is the data that you bring to the table.
Not using Gen Al is not a choice. The question is how
to use it the right way. Some brands will have a head-
start, but only for a short period.

There are claims being made at this event that the data
given by a customer will not trickle into the underlying
model. Your views on the pragmatism of that?

Itis technically possible. But these things will evolve
over time. Also when you see value coming back you
are okay with use of technology. Also, the definition
of intrusion is changing over time. The ‘right to forget’
ina LLM is an ever-evolving thing.

When will Al be used for right brain work? Can it be?
Gen Al is actually about the right brain. The
challenge is that clients are trying to shoehorn it into
logical problems. Like trip planning or ticketing.

But alot of ‘coolness’ of Al is actually in the fact that
itis innately right-brained. It is about surprise and
nuance. Like human creativity. For Gen Al it is easier
to be right-brained than left-brained. We talk so
much about hallucinations. But being creative—that’s
what Al is built for. It is about being imaginative,
opinionated and full of surprises. There is no one
right way to write a poem, is it?

How soon will we see Al-written ads?

Yes, we are working on some demos. Just say what
is your audience and product and Al will create a
campaign in 10-15 minutes.

But will it make Super Bowl ads too?

Like it or not, companies are going to leverage Gen
Al The time—and people-intensiveness of the
process of creation - that can be alot. To translate
anidea into a video requires alot of people to come
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together. It will also be good for ads with multiple
sensibilities and for multiple regions. The next phase
would be about images. The next one could be about
cloning brand ambassadors with their consent.

Would that not dilute the impact of these
ambassadors?

People have always known that ambassadors are paid
for what they do. Yet, they find impact here. Similarly,
when the audience knows it is an Al clone, there
might be initial concerns but sooner or later what will
matter is the ‘message’. The honesty of the message
will be more important.

Will Al exacerbate subliminal advertising?
Adpvertising has always been about ‘influence’. Every
element of marketing and advertising is about
reaching someone. Some do it through aspirational
appeal, some through fear appeal etc. Thereis a
subliminal element in every tool or approach. Itis a
choice that the brand has to make—about how to use
these tools.

What's lined up ahead in your company - the
technology roadmap?

We are investing in personalisation based on product
attributes and product descriptions. Also we are
working, making work-clones that can partner with
me at office—remind me about things. Like personal
coaches or sidekicks that nudge you on what you
need to do.

Your favourite announcements at AWS Re:invent

this year?

AWS happens to be the most well-established
platform. It is a de facto choice on scalability,
reliability and stability. It cannot be ignored that AWS
was among the first ones to give underlying chips

and hardware and not just software or infrastructure.
We are also going to launch some services with AWS.
Also watch out for AskBodhi, our own Gen Al service
(named after the historical tree in India) that gives
you wisdom, not just data or insights. @

pratimah@cybermedia.co.in
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Video Interview / Telecom

For a managed service
provider, cycle of innovation is
almost every day

The silent and invisible machinery of managed services and networks have
always kept IT assets whirring smoothly. What happens when the number of
devices explode, or gather at the Edge, or become vulnerable to attackers or

when networks become even more complicated than what they are now?
Praveen Cherian, CEO, STL Global Services tells us why the basic questions and
answers are still very simple — no matter how complex everything becomes.

By Pratima H

OVER A PERIOD OF TIME,
COMPUTE HAS MOVED
T0 THE EDGE, WHERE
END-USER DEVICES
AND |OT DEVICES HAVE
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PRAVEEN CHERIAN
CEO, STL Global Services
@ | January, 2024
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Telecom / Video Interview

ith close to three decades of
experience in handling high-growth teams

and business units across multiple industries—
spanning areas like sales, service delivery,
marketing & strategy and business operations
with local and international exposure - Cherian
packs alot of insight into managed services and
networks. Here are edited excerpts from a video
interview with him, where Dataquest Editor
Sunil Rajguru dissects some recent and upcoming
changes redefining this space.

In light of all the developments happening

recently, how can managed services be a game-
changer ahead?

One thing we need to recognise is that the number
of intelligent devices available for use are growing
day by day. Today, every individual carries smart
devices. That has changed the entire IT landscape
in a big way. When we started our journey, we
started having people manage these devices—with
skills for high-compute devices at enterprises.
But over a period of time, compute has moved

to the Edge, where end-user devices and IoT
devices have become powerful. There has been

an explosion of devices—posing a challenge of
people to manage them. Now with the next level of
automation and tooling - a lot of transformation
and incident monitoring are emerging now. With
so many intelligent devices that an enterprise is
dependent on, a moment’s disruption of services
can bring businesses to a standstill. Managed
service providers ensure that they are able to serve

more than one client and produce cost-efficient
models for client servicing. The automation and
tooling herein are being developed for a larger base—
and at an improved level of security.

Does this also trickle into innovation?

There is also the new factor of access of innovation
now—with a wide base of subject-matter experts
working across multiple client environments. As a
managed service provider, the cycle of innovation is
almost every day. Innovation becomes paramount
when we look at the new landscape of managed
service providers.

Can you double-click on intelligence in this new
emerging realm—especially with all the phenomenal
data explosion seen recently?

Let me step back a bit. When you look at managed
services, there is one part where you are looking at
the general health of the system. The second is where
there is something wrong in the system—something
that requires attention. Earlier engineers had to be
notified in the right format. Today’s tools ensure
that happens wherever they are. For an engineer

to interpret what the alert means—takes its own
turnaround time. To find a solution and apply it—is
another part. Al can help to look at common alerts.
Al is also being taught about solutions for alerts.
The turnaround time for analysis of an alert is where
Al can help. Al can identify a problem, can find a
solution and can also deploy the solution by itself
based on certain parameters. Most organisations
have come to alevel where at least 50 to 60 per cent

LOGK AT THE NEW LANDSCAPE OF MANAGED

‘ INNOVATION BECOMES PARAMOUNT WHEN WE

SERVICE PROVIDERS.
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Video Interview / Telecom

alerts are being identified, and 30 per cent can be
auto-resolved by the tool itself. That's where Al is
playing a big role.

Are we doing enough on cybersecurity—with so many
end points and devices?

Yes, it’s definitely a topic of great importance.
Especially CIOs and CISOs are very anxious about
the security of their IT assets. During Covid, large
enterprises faced a lot of challenges. Security here
is like building safety for our home—there is a main
gate, then another, then a front door and a back
door with locks. The bedroom and safe inside will
have more locks. Every stage will have safeguards.
The same works for IT systems. You have to

define what’s the core system which just cannot

be compromised; else, it will paralyse the system.
Next, there are systems which are important but
do not lead to absolute disasters when attacked.
Managing databases is a critical part too. Attackers
are aware of these aspects- that's why they reach
out to the heart of a system and then ask for ransom
after compromising them. Many such challenges
are kept out of public news, but enterprises

face these hard realities. So safeguarding I'T
infrastructure is very critical.

How can managed services simplify management

of networks?

The network portion of I'T managed services is

an important part. Maintenance and support

of networks - needs reduced complexity. Every
organisation grows organically; and without proper
planning a network can become more complex

than one can handle. The network should also be
designed for high performance and reliability. A
Gartner study has reported that outsourcing network
management to a service provider brings in 10-20
per cent improvement in network performance. The

EVERY ORGANISATION GROWS ORGANICALLY;
AND WITHOUT PROPER PLANNING A
NETWORK CAN BEGOME MORE COMPLEX
THAN ONE CAN HANDLE.

design of the network should be such that it allows
high availability of network—especially when a device
fails. The network provides access internally in the
organisation as well as access to outsiders. One has

to ensure adequate security and troubleshooting at
network layers to avoid serious attacks. Enhanced
visibility and control are also paramount. Unless you
have your eyes on your I'T landscape, especially with a
large enterprise, you cannot be in good control.

What does the future of telecom networks and
managed services look like?
Let’s zoom in on the network first. A couple of years
back the network was not so predominant from a
data connectivity angle. Now this connectivity has
brought the world to us. It has made the world meet
us wherever we are. We do not have to go to a bank
to transfer money or to a grocery shop to buy stuff
or to an office to pay bills. That’s a big change that
telecom players have brought about in our lives.
They do this through both wired and wireless ways.
It’s like sometimes the left leg takes over the right
leg and vice versa. It's just how we walk ahead. The
wireless technologies have touched the last mile.
The core of a network infrastructure - within a
telco network or an enterprise—is mainly wired.
We are proud to have established many kms of fibre
connectivity across India in tough terrains for both
telcos and government. This continuous journey
of new applications and high bandwidth services
- and the need for lower latency in both wired and
wireless - will gain traction as technology evolves.
These are very exciting times. We will see progress
both from wired (at the core) and wireless (access
level) technologies. @

(Catch the complete interview at the CyberMedia
Series YouTube channel)

pratimah@cybermedia.co.in
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Talking Point / Skills

Impacting Skill Development
and Tech Transformation

As the need for cloud expertise reaches new heights and the resonating tunes
of generative AI (GenAI) linger, the role of businesses in fostering digital skills
is more critical than ever. As organizations and individuals grapple with the
challenges of talent transformation, we turn our focus to Amazon Web Services
(AWS), a player in shaping the future of cloud computing.

By Minu Sirsalewala

BUSINESS LEADERS
MUST DEEPLY CONSIDER
SKILLING THEIR
WORKFORCE, ALIGNING
HIRING AND DEVELOPMENT
WITH ORGANIZATIONAL
GOALS. THE GCOMPANIES
THAT WE SEE TYPICALLY
HAVE AN EXECUTIVE
LEVEL RESPONSIBLE
FOR TRAINING, SETTING
SPEGIFIC GOALS.

MAUREEN LONERGAN
Global Vice President, AWS Training and Certification
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n this exclusive interview, Minu
Sirsalewala, Executive Editor - Special Projects,
interacts with Maureen Lonergan, the Global
Vice President of AWS Training and Certification,
to delve into how AWS is actively supporting
organizations and individuals in their journey
towards acquiring essential cloud and Al skills.

What do you see as the top priorities for Indian
business leaders to invest in skills development,
considering the growing demand for cloud skills and
the influence of GenAl?

Business leaders must deeply consider skilling
their workforce, aligning hiring and development
with organizational goals. The companies

that we see typically have an executive level
responsible for training, setting specific goals.

We work collaboratively with customers, creating
frameworks to meet those objectives. The rapid
evolution of generative Al raises questions for
executives about its impact on business and talent.
It’s crucial to skill organizations and individuals
effectively. AWS has responded with seven digital,
on-demand cloud skills training courses to help
people understand, implement, and begin using
generative Al. These courses are tailored for
various levels—business executives, business line
leaders, and technical individuals. We collaborate
with customers to integrate these skills, enabling
them to harness these technologies for enhanced
productivity and innovation.

Could you provide insights into the customer base
for AWS's GenAl courses in India, specifically the
industries displaying substantial interest and
adoption?

In India, there’s a fundamental shift post-pandemic
towards cloud adoption. Industries like BFSI, IT
services, internet businesses, and manufacturing
lead generative Al adoption. Horizontal use cases,
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such as text summarization and chatbots, cut
across industries. A 2023 Asia Pacific Digital Skills
Study by Gallup and AWS shows that workers with
advanced digital skills - such as cloud architecture,
software development, and AI/ML boosts India’s
annual GDP by an estimated US$507.9 billion
(10.9 trillion) due to their higher incomes and
productivity.

How is AWS collaborating with leading organizations
in India to address the digital skills gap, especially
through programs like AWS re/Start?

AWS’s re/Start program is pivotal, offering free,
cohort-based workforce development training. In
collaboration with 11 organizations, AWS provides
cloud skills to unemployed and underemployed
individuals, connecting them with potential
employers. Indian employers such as Capgemini,
Tata, and VibiCloud hire re/Start graduates

for entry-level cloud and technology roles. The
program, ‘life-changing’ for many, supports diverse
groups, including minorities and refugees. AWS re/
Start Associate, launched in February 2023, extends
this transformative opportunity to unemployed
and underemployed I'T professionals in India.

Could you provide examples illustrating the
transformative impact of AWS's SkillBuilder and
AWS Skills Guild initiatives on organizations involved
in India’s digital transformation?

AWS Skills Guild exemplifies continuous learning,
transforming organizations like Wipro and
HCLTech.

Wipro through its ‘Step Up’ Skills Guild program
is fostering a culture of innovation, empowering
skilled employees to drive broad-scale digital
transformation. This initiative equips technology
experts with AWS Cloud competencies, as stated
by Jason Eichenholz, SVP and Global Head of
Ecosystems and Partnerships at Wipro.
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Collaborating with AWS to accelerate Gen Al
adoption, HCLTech is focusing on improving
developer productivity. This involves integrating
AWS’s advanced GenAl portfolio, including
Amazon CodeWhisperer, with over 50,000
engineers for secure application development.

TCS strategically trains existing talent for cloud
transition and upskills new hires through AWS
Academy curriculum content, contributing to
talent transformation. Over 19,000 team members
are certified in various AWS topics, contributing
significantly to talent transformation.

Actively participating in the AWS re/Start
program, Capgemini is driving digital inclusion
in India, by hiring early-career talent from
disadvantaged communities, the program is
closing the digital divide.

Another example is L&T Technology Services
(LTTS) leveraging AWS for Software Defined
Vehicles (SDVs) using generative Al. The
company’s Global Engineering Academy, in
collaboration with AWS, aims to train 1,000
engineers globally on vital cloud skills and
applications by March 2024. The initiative
includes using AWS technologies such as Amazon
CodeWhisperer, Amazon Bedrock, and AWS IoT
FleetWise to accelerate SDV development.

These examples highlight how AWS’s
SkillBuilder and Skills Guild initiatives are
instrumental in upskilling and driving digital
transformation across various industries in India.

What is AWS's approach to staying ahead in
emerging technologies and adapting to recent trends
in cloud computing and training?

AWS prioritizes diverse learning approaches,
including game-based and experiential learning.

It also offers 600 free on-demand courses and
resources, with content offered in up to 20
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AWS COLLABORATES WITH REGULATORS, NASSCOM, AND GVT
TO ALIGN COURSES WITH THE NEW EDUCATION POLIGY. THESE
COURSES, ALIGNED TO THE INDUSTRY CURRICULUM, OFFER
STUDENTS CREDITS, ENABLING THEM TO CARRY THE LEARNINGS
THROUGHOUT THEIR ACADEMIC JOURNEY.

languages to support India’s growth by providing
accessible education. In 2020, it also committed to
train 29 million people for free by 2025 on cloud
computing skills.

In your role as a woman tech ambassador, how does
AWS actively promote diversity and inclusion in the
tech industry, and can you highlight specific initiatives
fostering inclusivity?

Diversity is crucial for innovation, and AWS
incorporates it into every aspect. Initiatives like
AWS Educate and AWS re/Start aim to get girls
interested in tech. AWS is also collaborating with
Aspire For Her—alocal inclusion, diversity, and
equity (ID&E) startup—to offer free, online learning
that aims to inspire women to consider a career in
cloud computing and support them with pathways
to build skills and find job opportunities in tech.
The focus extends beyond gender to accessibility,
ensuring training for individuals with various
abilities. Inclusion is not just about hiring but
creating an environment where everyone can thrive.

In closing, could you share insights into AWS'’s
collaboration with government bodies and regulators
to align courses with the new education policy,
emphasizing the potential impact on students and
colleges in India?

AWS collaborates with regulators, NASSCOM, and
CVT to align courses with the new education policy.
These courses, aligned to the industry curriculum,
offer students credits, enabling them to carry the
learnings throughout their academic journey. This
collaboration signifies along-term impact on how
colleges and students interact with AWS courses,
setting the stage for a skilled workforce aligned with
industry needs. @
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Magic tills, no scanning,
no checkout and no queues

Also less food wastage, better control on shrinkage, use of IoT in
refrigeration and fast-tracking, use of AI in truck loading and lot’s more.
Prakash Mall, Director of Engineering, Tesco Technology takes us down
some aisles of retail where technology is sitting on just the right shelf.
Neither too up or nor too down. Up for grabs!

as technology affected the
retail vertical as sharply during the pandemic
as it did for travel and BFSI?
The global retail landscape has undergone
significant upheaval for over a decade,
primarily driven by technological

advancements such as the rise of e-commerce.

Throughout the past ten years, a substantial

INTHE CONCEPT OF "PHYGITAL',
THE FUSION ACKNOWLEDGES
THAT TO EFFECTIVELY ENGAGE
CUSTOMERS ACROSS ALL
TOUCHPOINTS, A BALANCED
COMBINATION OF PHYSICAL
AND DIGITAL STRATEGIES IS
IMPERATIVE.

By Pratima H

A

PRAKASH MALL
Director of Engineering, Tesco Technology
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WITH THE ADVANCEMENT OF AI' AND COMPUTER VISION,
SOPHISTICATED LOSS PREVENTION MODELS CAN BE
DEPLOYED INCLUDING THE USE OF VIDEQ STREAMS
FROM CCTV IN ALMOST NEAR REAL-TIME TO DETECT
AND PREVENT STORE THEFT.

discourse has unfolded between the realms of
physical and digital retail, ultimately revealing

that a successful retailer must integrate both
approaches, commonly referred to as “Phygital.”
This fusion acknowledges that to effectively engage
customers across all touchpoints, a balanced
combination of physical and digital strategies is
imperative.

There are further dynamics within the mix itself
connected with different fulfilment options like
click and collect, curb-side delivery, quick and fast
delivery (30 mins, 10 mins, etc) and many retailers
have been dabbling with different options for many
years. During the pandemic, the major impact was
on the scale of digital operations since the footfall
at the stores was reduced to a trickle.

Digital Commerce 360 estimates that the
pandemic contributed to a staggering US$218
billion gain for e-commerce in the past couple of
years. Within retail, a few categories saw major
advancements and digital push, especially in
fresh and grocery. The prevailing priority during
lockdowns was securing an ample food supply
to sustain families. Consequently, individuals
turned to online channels to purchase groceries.
Unsurprisingly, online grocery sales witnessed a
remarkable year-over-year increase of 103 per cent,
as reported by the Adobe Digital Economy Index.

Any latest work or solution being done at India
centre—which is significant for Tesco? Does the India
centre also offer capabilities to other retailers?
Tesco India Centre is primarily focussed on
building capabilities to advance Tesco’s Purpose
which is ‘Serving our Customers, Communities
and Planet a little better every day’. The team in
India has functional ownership for capabilities
across the retail value chain - from Commercials
(what and where to buy), Supply chain and
fulfilment (movement), Stores and Online Web,
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App and Social (Sell), Data capabilities and Al
Products, and Services. A few specific examples
of capabilities delivered from the India centre
include Product and Supplier Management,
Demand Forecasting, Tesco Tills, Trade Planning,
Fulfilment services, Online capabilities like Web
and App and associated capabilities like Search,
Product Listing, Basket, as well as Data, Data
Science and ML Engineering capabilities across
these areas. India Centre also provides capabilities
on finance and people management. A big part of
service and operations is managed from the India
centre.

How can technology help in addressing concerns
like store theft, Black Friday cybersecurity issues,
fast customer churn in e-commerce, and frauds?
Technology is critical to safe operations online and
in-store. In retail, it is attributed to shrinkage, a
big part of which comes from theft. As per Grocer,
UK retailers are losing almost £11bn every year due
to shrinkage which is a little over one per cent of
annual retail turnover according to Checkpoint
System. The same report also cites that the most
common cause of shrinkage within UK retail
businesses is shoplifting, followed by robberies and
burglaries.

CCTV has been around for some time as a
deterrent and sometimes to find/stop shoplifting.
However, it is quite manual. Also, it is widely
used for investigation. With the advancement
of Al and computer vision, sophisticated loss
prevention models can be deployed including the
use of video streams from CCTYV in almost near
real-time to detect and prevent store theft. A big
part of shrinkage that happens on self-service
checkout counters is attributed to organised crime
but mostly customer errors. Technology is a big
enabler here whereby it can detect and inform
customers when a product isn’t scanned properly
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or the price doesn’t match (with tampering with
the barcode, etc). Technologies like RFID have
been widely used to detect products leaving stores
without being paid for.

With touchless, robo-assisted, human-free, check-
out-free shopping getting stronger (at places like
Amazon) and algorithms being used (like Eden at
Walmart)—what's Tesco's outlook and roadmap
towards Al, AR, 3D, blockchain, biometrics, self-
service tech and bots?
We believe Tesco is at the forefront of the retail
technology revolution. Tesco uses cutting-edge
technologies in its core business processes and
operations like demand forecasting, price and
promo optimisation, clearance, optimised range,
optimisation of the transport and fulfilment
operations, or providing a personalised experience
to customers. This is underpinned by a broad and
deep portfolio of Al, optimisation and simulation
technology products that automate and optimise
our operations. Tesco has many stores with
checkout-free shopping experiences called GetGo
- No scanning, No checkout, No queues, and has
recently launched the first ‘magic tills’ in the UK that
use computer vision technology to save customers
the time to scan products without the need to
download an app or register at the entry gate.
Tesco also uses loT in its picking operations
mix with barcode scanning and PDA handheld
task tracker, IoT-enabled refrigeration and store
operations to help with reduced carbon footprint
while timely maintenance. Robotic fulfilment
centres accelerate picking operation for store
delivery as well as ‘direct to home’ delivery. Al-
enabled supply chain ensures optimised routing
with full truck load and cage load. Again, Retail is
at the forefront of technology adoption and driving
new innovations every day.
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ROBOTIC FULFILMENT CENTRES ACGELERATE PICKING
OPERATION FOR STORE DELIVERY AS WELL AS ‘DIREGT TO HOME'
DELIVERY. A ENABLED SUPPLY GHAIN ENSURES OPTIMISED
ROUTING WITH FULL TRUCK LOAD AND CAGE LOAD.

What's going to be exciting about retail engineering
ahead? Any examples from your cart?

We have ambitious sustainability targets. We
continuously reduce, using our Al and optimisation
models, the miles our lorries and vans travel, as well
as the food waste we generate. This includes not
only forecasting demand with very high precision to
avoid having unnecessary products in the first place
but also automating our reduction process using
advanced algorithms for fresh products, saving
aphenomenal amount of CO2. Automating the
reduction process (Automate clear as you go) also
helps with reducing landfills by enabling 89 per cent
of food surplus donations to 7K+ charities. This is
equivalent to donating 2 million meals a month.

Can you share something about your work on
algorithms, demand forecasting and personalisation.
On personalisation, we have years of experience

in optimising the online customer journey for

our core product range, but we have also pushed
the boundary to use reinforcement learning and
Generative Al methods that will soon be enjoyed by
our customers.

Know your Customer (KYC) is a mandator in
financial services. Similarly, in retail, technology is
abig enabler for personalisation with capabilities
like personalised rewards, loyalty programmes
and recommendations. The entire experience
online can be personalised, but the use of in-store
devices and in-store app features have made
personalisation available across all stages of the
shopping journey—from recipe discovery or
shopping list building, across all channels. This
is very important for the customer experience,
creating a smooth shopper experience and driving
greater engagement. @
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